COIN

Commander's Overwatch in Neighborhoods

Chapter 1 

Why bother with COIN?
  Without sounding paranoid, there is a growing terrorist threat to the interests of the United States.  So far the threat has not increased in Europe, but we do not want to wait for an incident to improve our readiness.  We want to improve our readiness now to decrease the chances of an incident.

The drive to increase readiness and improve force protection is a primary mission for the commander and a mission that tasks the limited resources of military manpower.  To be successful, we must be creative and make full use of all the assets and resources available.  This includes the resources contained in our military housing communities.  

  In practice, criminals will go for the weak, unprotected, soft target.  The old adage of “why hunt for tigers when there are plenty of sheep around” is a guiding principle of criminal and terrorist target assessment and selection.  Hardening our communities by enlisting the support of residents and by providing direction and assistance has the effect of adding scores of eyes and ears to our force protection efforts.  While COIN is not a guarantee of thwarting terrorist and criminal actions, it does provide a way that we can reduce risk right now, today, without little or with limited impact on the military mission.    

 COIN is a security program, but it does have a social and helpful face.  Interaction with neighbors in projects directed toward the community good will provide growth and benefits in other areas as well.  To see the neighborhood watch program as limited to security only is to close your eyes to the greater potential of the program.  
Objectives of COIN:
  Self-protection.  COIN provides members of a community with the ability to take positive steps in self-protection.  The neighborhood watch program is not intended to be a posse, but to act as the commander's eyes and ears in the community.  The greatest benefit of the program is community involvement and that involvement will lead to greater security for the community.

  Increased Awareness.  COIN program has the effect of making and keeping residents aware of events that make living in Germany a special security challenge.  Neighborhood watch provides an ideal way of educating members of the command in the areas of force protection, terrorism, individual protective measures and the THREATCON system.  Moreover, the constant reinforcement of quarterly neighborhood watch meetings or townhall meetings makes these lessons sustainable through continual reinforcement.

  Unity of Effort.  Establishing a coherent COIN program has the effect of bringing force protection home by incorporating the full resources of the community in the effort.  This inclusive approach builds community support and understanding for the mission.  Further, the soldier is better able to continue the training mission knowing that a program in place that will provide support to the family.

  Reporting and Information Flow.  COIN is designed with the intent of increasing the amount and the quality of information coming from the community to security and law enforcement agencies.  For COIN to work resident have to know and understand the threat and know what and how to report.  Everyone involved must understand what to look for, what to be concerned about and how to get those concerns to action agents in the community.  To be successful, this requires an education effort coordinated by lead staffs (282d S2 and PMO), followed by reinforcement and the full and unequivocal support of the command.  

COIN Program Design Characteristics…
  Build community threat awareness.  The motivation to implement COIN is the threat.  In the US the threat is predominately a criminal one.  In Germany the need is not completely linked to crime prevention, but includes the threat of international terrorism as well.  The challenge for the neighborhood and the command is to make family members aware of the threat.  Soldiers should have received that information as part of military training, however family members are often left out in the cold. 

  The community can normally trace a lack of security awareness in the community to a lack of knowledge and understanding of the threat.  Sometimes it is hard to see how events in far away places can impact on little, isolated Hohenfels, but they can.  Our families need to understand that and COIN will help get that message across.  We do not expect soldiers to succeed without training, why do we expect more for our families? Increasing community awareness of the threat is a non-negotiable in building a successful COIN program.  You simply will not be able to succeed without it.

  Increase existing community physical security awareness.  This goes hand in hand with threat awareness.  Once you have brought the reality of international terrorism to the doorstep of families they have to understand that they must lock the door!   COIN does have a very strong crime prevention slant.  Simple crime prevention measures form key individual protective measures against terrorism.  The link between physical security and counterterrorism provides much of the justification for neighborhood watch.  Being aware of the threat (terrorism) and knowing how to counteract the threat (physical security & protective measures) will better insulate our community from the potential of terrorism.  Making ourselves stronger can and does act as a deterrent.  

  Building a community cooperative surveillance program.  The whole point behind the COIN program is surveillance.  We know that tactically we strive to get  “eyes on target.”  The more eyes the better.  The COIN program works in the same manner.  By gaining a community “buy-in” we increase the surveillance assets deployed in the community.  Suddenly we go from a single roving patrol to 10 community coordinators in the neighborhood. This increased capability allows for better use of limited military resources and increases overall reporting and intelligence collection.  

  The community coordinator “Spot Report” has a higher credibility because they come from sources that have a firm frame of reference.  Our roving patrols do a great job, but in most cases, they do not live in the community they are observing.  The ability to define what is “normal” for the communities lies most with the residents of that community, therefore the ability to define what is “abnormal” lies best with the members of the community as well.  This is one of the biggest benefits of a COIN program.

  COIN establishes links both internally and externally with the community.  Building the COIN program requires living beyond your apartment or house.  You have to meet and get to know your neighbors and jointly assume some of the responsibility for what happens in your community.  In a real way, the establishment of COIN is an effort in community building.  But the COIN program goes beyond the community to include community support agencies, both military and civilian, to make the program work.  When the community coordinator calls the MPs or the Community Staff Duty Officer with a report, the report sets in motion a team directed at responding to the report with appropriate assets.  Deficiencies, questions, or information from the watch will be acted on and answers will be provided.  COIN is an active, results oriented,  “doing” program that established links with the community and supporting agencies.

  Ownership of the COIN program…
  The program belongs to the community.  The basis for COIN is neighbors looking after their community.  COIN encourages residents on how to get involved and act as the eyes and ears of the commander in their housing areas. 

   There are very real limits to our ability to provide support to all our communities.  Implementation of neighborhood watch increases overall security and allows military units involved in force protection to flex support where it is needed most.  The result is the  “Win-Win ” solution that we all look for in the force protection mission.  Communities failing to support COIN will, at some point, be faced with the “lose-lose” situation of seeing soldiers leave and not be replaced by “at home” resources.

Responsibility of the military police and the security office.   The major proponents of the COIN program are the Provost Marshal Office and the Security Office.  The approach of these two offices differs in function and focus.  The objective of the Security office is to provide the community with terrorism awareness and individual protective training and assistance.  The PM provides the community with crime prevention and physical security assistance, as well as, responding to community reports.  Both offices are involved in training, building and sustaining the COIN program.  At a minimum, both office will provide coordination and assistance visits as requested by the community and area COIN coordinators.

  COIN is a joint effort by many elements of the Hohenfels Community.  Responsibility is shared among the military chain of command, military police, Security Office, civilians and family members living in our communities.  Very simply COIN involves:

· Creating a link between the command and the community in planning and executing the crime prevention and force protection mission.

· Fostering the development of community by getting neighbors to know one another and working together to increase crime prevention and force protection awareness in the community.

· Getting security and force protection information out to the community in both formal and informal settings.

· Using the strength and knowledge of community members to get first-hand reporting and observation in our communities.

· Providing a constant presence in our communities through the designation and use of a command representative.

· Increasing command responsiveness to community problems issues and concerns.

  Hohenfels Demographics.  Soldiers, civilians and their families living and working in the Hohenfels community are spread among a number of regional communities large and small.  Unlike some communities is USAREUR, we do not have the benefit, or the curse, of living in a community that was walled in by the Kaiser.  The dominance of off-post living and the distances traveled by members of our community provides unique challenges for members of the Hohenfels community.   

  Currently our families live in 11 different housing areas spread as far west as Velberg, as far east as Burglenenfeld, as far north as Amberg and as far south Regensburg.  In addition to these communities there are any number of villages and small towns located in between that Americans call home.  In the future our demographics will shift.  Construction firms will soon complete Housing projects now in construction and our population will move closer to post.  Still, we all will not be living on the installation and, though smaller, our community will remain geographically spread.  

  Culturally this focus on off-post living is great for us.  In other communities American becomes mired in the Bermuda Triangle of PX - Commissary - Quarters, not so much here.  Even if we live in quarters, the quarters are located in a German community.  But from a security standpoint it becomes much more difficult for us to "circle the wagons."  Our security resources come from a number of sources, but all have competing demands, responsibilities and tasks.  Under normal circumstances the military police and the German Police do provide security, crime prevention and force protection services to our communities.  As the threat level increases, soldiers will provide addition and augmentation support for force protection.  As we look at the support provided by each element remember that all of the elements below have a myriad of other tasks to complete as well as the missions directed at serving our communities.

   Military Police Support.  Our MPs and the German Police do a great job in protecting and servicing our communities, but there are not enough of either to provide constant overwatch.  Soldiers from the 3rd Platoon, 615th MP Company conduct patrols that support the Hohenfels Community.  Hohenfels is a large area and the platoon has a 24-hour responsibility.  It is a very big job.  The platoon puts three patrols on the road with one conducting checks off-post.

  German Police Support.  The host nation has primary responsibility for force protection.  After all, it is Germany and we live here under German rules and protection.  The security environment in Germany is very strong and the support German Police provide is world class.  German Police are highly trained, very professional, and provide twice the number of patrols to our communities as they do to German communities in their patrol area.  Just like police in the states, the German Police are there to protect and serve the full community and that includes Americans residing in those communities as well.  For now, that means that German Police are patrolling own off-post communities twice per day.  In addition, they provide a presence and conduct joint patrols on the Hohenfels installation with our MPs.  This linkage is a visible and very important sign of the coordination and joint work that characterizes German Police support to our communities.

  In the far-flung footprint of Hohenfels, we have a number of police headquarters that serve our community.  In Parsberg, the German Police have both a community Police station and a station that supports Autobahn A3.  Burglengenfeld has a police station that supports our military community there.  Americans who live in or near Neumarkt have the support of police serving that community.  The German Police Station at Nittendorf serves our communities in Laaber and Beartzhausen.  The Amberg Police take care of our community there as well as American comminutes in Schmidmuelin and Hohenberg.  Finally, German Police from Regenstauf help our folks living in the village of Kallmunz.  

  As you can see German support to our communities is not haphazard or ill thought.  We have been part of these communities for approaching 50 years.  The Germans have provided support for that whole period; they have learned and incorporated the lesson that time and experience teaches and they will continue to provide security for as long as we are in Germany. 

  US Soldier Support.  The use of US soldiers to augment MP and German Police efforts is not new.  However, using soldiers does carry a great cost.  Obviously, it is not their primary mission and when soldiers are patrolling they are not doing the job they are trained and paid to do.  The loss of soldiers from their primary mission has a ripple effect and at Hohenfels that ripple goes all the way across USAREUR.  

  Soldier patrols will normally focus on adding security to installation access points and other key and vulnerable areas on the installation.  In addition, soldier patrols will, from time to time, be used to provide assistance and show a presence in our off-post communities.  

  We will continue to use soldiers to support our efforts, but we cannot afford to think that the soldier will always be there in support.  One of the most important parts of the COIN program is to make communities more self aware and self sufficient in security.  Soldier augmentation may be necessary from time to time, but our goal should be to be able to handle the normal, routine security tasks as communities without the aid of soldiers.

 COIN Program. In a nutshell, the COIN program seeks to take the strengths of Neighborhood Watch program and make them more active, consistent and permanent in our community.  We want to take advantage of the strengths and talents of our residents to help augment our soldier, MP, and German Police patrols in our off-post communities.  Short of moving and staying at a high threat condition we simply cannot place full time security personnel in each of our off-post communities.  

  COIN gives us the ability to increase surveillance, gain expertise in the community and not use military manpower - a true win, win situation.  Our military police and soldier patrols do great work, but no matter how diligent the members of the patrol they all suffer from a single great fault - in the majority of the cases, the members of the patrol do not live in the housing area.  COIN provides us the opportunity to place a command representative in the community who lives there.  Now, we have someone who knows from experience what "normal" looks like for the neighborhood and someone who can pick up the subtle clues that something should be reported.   

  This is a great improvement over Neighborhood Watch and random patrols.   Now, it is just a matter of implementation.  The current plan for Hohenfels is to implement COIN is our 10 largest housing areas.  The representative is a single COIN community coordinator.  At present we will place community coordinators in:

· Velberg

· Hohenburg

· Schmidmuehlen

· Bruglengenfeld

· Regensburg

· Hohenfels

· Parsberg

· Laaber

· Grossbissendorf

*  Amberg will have a coordinator, but this area falls under the responsibility of the 409th BSB in Vilseck.

  Saying that the COIN community coordinator is the commander's representative in the community sounds good, but what exactly does that mean?  Specially, it means:

· You conduct a minimum of two security inspections of the housing area per day.

· You report your findings to either the Physical Security NCO (SSG Favors) at the PMO (09472-83-2144/1580).  After 1600 the reports go to the Community Staff Duty Officer at 09472-83-2675/2837/2838.

· Attend community townhall meetings and community information exchanges.

· Coordination issues of training and support with the Area Community Coordinator located in the PMO at 09472-83-1580.

· Be prepared to assist the command in getting information and issues to the community. 

  In more detail, being a community coordinator means that you conduct a physical inspection of the housing area a minimum of twice per day.  This inspection does not entail looking for cigarette butts or leaves to rake.  Sure, cleanliness and police are important and if there are great problems tell us, but that is not really where we want the community coordinator's focus.  

  Checking the area for the presence of suspicious packages or materials.  Noting any undue interest in the area.  Things like folks taking pictures of the housing area, watching from across the street, or people sitting for long periods in parked cars.  The presence of unknown cars in the parking lot could also be one of those other than normal circumstances that we need to know about.  

  The commander has no intent, nor would he ever want to be intrusive and that is not the point.  Nothing that the community coordinator will do will be intrusive to the community.  It will be intrusive to those who might want to come into the area without a reason or clear purpose.  By going out and showing a presence a few times per day we have someone who has knowledge and a stake in the community looking at security from a personal, attached point of view.  Many times that can make all the difference.

  If you see something that needs to be fixed tell us.  Do not limit your vision to only crime prevention and force protection.  I am sure the DPW would like to get an idea of community issues before the townhall meeting.  All that you can tell us is important for both the security and the well being of the community.

  Getting the community coordinators will be a big plus for the community, but left alone and with no direction the role of the community coordinator might falter.  To coordinate the activities and reporting of the community coordinators, there will be one Area Community Coordinator that will provide the link between the installation and the community.  

  The Area Community Coordinator has the role of collecting reports from the communities and getting the information to section who can action the report.   Specifically, the Area Community Coordinator will:

· Receive information from the community coordinator, record the information and forward the information to the appropriate staff agency for action.

· Transmit information from the command to the community coordinators for distribution, information or action by the communities.

· Make a biweekly (minimum) coordination and information visit with the community coordinators.

· Coordinate requests for training, information and support from the communities.

· Track issues and resolution of issues with the community and the action agency. 

· Attend community townhall meeting and information exchanges.

· Attend weekly 282d BSB Commander's Call.

· Be prepared to brief/update the commander on issues and concerns of the community. 

  The Area Community Coordinator will work out of the PMO Physical Security Section and receive and coordinate information from the PMO office.  However the area coordinator is a position that requires movement.  Trips to visit the community coordinators will be by military vehicle and the area coordinator will need a military driver's license.  

  COIN will only be successful if the coordinators and the supporting staff work effectively to make the plan work.  Training for COIN coordinators is available from the Security Office and the Provost Marshal.  This training can either be individual or be part of a community effort.

As you look at the handbook you will see a number of chapters that cover security in the home, while you are traveling, general awareness topic and terrorism.  This is not intended to make you an expert, but to give you some insights that will help you as you look at your community.  Pass around the information.   You'll see that most of the information is either common sense or things we learned as children.  It is just that living in an enclosed and somewhat protected military community makes us all regress a bit and forget some of the really basic security lessons we learned when we were younger.  The information contained in the following chapters will apply no matter your duty station.  The really sad part is that it may even be more applicable when you move back to the states.

  COIN offers our communities a real opportunity to increase their overall security and provide a real service for all the members of the community.  At some point the military guards patrolling our off-post communities will be pulled back to other duties.  The MPs and the German Police can only conduct random patrolling.  The only way we can maintain a consistent presence in our housing areas is through COIN.  

  Questions, concerns and comments concerning this handbook or the COIN program can be address to either the Security Officer at 09472-82-2792/93 or the Provost Marshal at 09472-82-1580/2144.

Chapter 2 Security Cliffnotes

  I have few illusions left.  I know that you are looking at this handbook and thinking, "this thing had to be a really great support form item, but it ain't Stephen King."  You are right, but the handbook does have some good information that you can use for life here and beyond Hohenfels, so keep it with you.  If you decide to only read one thing, just read this chapter.  This is the summary chapter of the book.  It is the cliffnotes, the MTV, the Reader's Digest version.  

Traveling to and living in foreign countries can be a rich and rewarding experience.  US soldiers, DoD civilians and family members who are afforded this opportunity have advantages that most Americans can only dream about.  Awareness of the unique threats in areas of assignment can help prevent you and your family from becoming victims.

  The threats facing Americans overseas today are as varied as the areas in which they are assigned and travel.  There is always a chance that a US person will become involved in a terrorist attack or incident.  Additionally, the likelihood that a US person may become the victim of a criminal act has actually increased in Europe.  Assaults, burglaries, robberies, and other violent acts occur with a high degree of frequency in many overseas areas and with increasing frequency in Germany.

  This chapter describes actions that you can take to deter, combat and reduce the likelihood of becoming a victim.  It emphasizes, awareness, planning, and common sense.  By following these principles, you can help to ensure a safe, secure, and fulfilling assignment here at Hohenfels.  

Terrorism
  In the 1970's and 1980's Americans at home were relatively insulated from terrorism.  Such tragedies as the bombing of the World Trade Center and the Murrah Federal Building have demonstrated that no one or any place is immune or out of the reach of a determined terrorist organization.  Still, terrorist incidents remain infrequent events in the United States, but we are not in Kansas anymore.  If we expand our look out from USAREUR to the USEUCOM area of responsibility, we will scarily see a day when there was not a terrorist event somewhere.  The borders of anarchy are closer than they once were and travel opportunities with the opening of borders are much easier than used to be.  Therefore, terrorism becomes an issue for Americans stationed overseas.  Americans may react "routinely" to news of murder, theft, assault, or other acts of violence in their own country because these crimes are part of the world that we know.  Terrorism, however has not been part of the world that we know.  Consequently our reaction can be more pronounced; resulting in uncertainty and fear.

  Terrorists
  Generally speaking, terrorists are dedicated people who believe they are participants in a dynamic social and political process.  These people cannot achieve changes that they desire through the normal political process and resort to violence.  Religion or politics most often motivates the terrorist.  The religious terrorist is the most dangerous, least rational and most prone to violence.  Terrorists are better-trained, equipment and more professional than we often give then credit for being.  

Terrorist Objectives
  Most terrorist acts are committed to gain publicity for their organization and purpose, to achieve political goals, or to obtain arms or financing for future operations.  By performing sensational acts that attract media attention and outrage the public, terrorists seek a government reaction that will further their cause.

Terrorist Tactics.
  Most terrorist acts are planned and carried out with considerable expertise.  Terrorists seek to exploit a target's vulnerabilities and, with exception of suicide attackers, minimize their own risks.

  For the most part, terrorist acts are limited to six basic forms: bombings, assassinations, armed assaults, kidnappings, barricades and hostage situations, and highjackings.  Bombings are the most common.  All are, in their most basic form, simple criminal acts.  The manners in which they are carried out, the victims that are targeted, and the desired media and political outcome are the only real differences between the terrorist and the common criminal. 
Crime in General
  Regardless of the country some threat of crime will always exist.  In many areas, crime against persons and property are increasing.  Several factors account for this, to include the relaxing of border controls in Europe, which has permitted greater freedom of travel.  Some of the people exercising this new freedom are disadvantaged, unskilled, and criminal elements - drawn by the wealth that is present in other countries.

  Before you travel you should contact the local Security Office concerning the crime threat in the area that you plan to visit.  For crime information in the local Hohenfels area you can contact the Provost Marshal's Office in Hohenfels.  The US Embassy or Consulate can also provide information.  Most have web pages and the State Department maintains a great travel page that is updated each month (http://travel.state.gov).  Talking the time to contact these agencies will help you make an informed decision concerning travel or make any special plans if any are required.  

  Crime Prevention
  The safety, security and well-being of soldiers, civilians and family members living and working in the Hohenfels community is a primary concern of the commander.  The commander will continue to allocate resources and time to maintain an adequate security posture for our communities and installation.  Coordination with host nation law enforcement agencies is on-going and extensive.

  To reduce terrorism and crime we all must help our military and host-nation security forces.  By improving our personal awareness and using common sense practices, we can help prevent crime and terrorist attacks.  Without appropriate targets, would-be criminals will turn their attention elsewhere.  As you lessen your personal vulnerabilities, you will reduce the likelihood that you will become a victim.

  This section describes individual measure that you and your family should use in your daily activities.  It presents antiterrorism and crime prevention tips; personal security practices for adults and children; security at home; and while traveling or staying in hotels.

Tips for Everywhere.
· Do not discuss personal matters such as travel plans, your job, or your family with people that you do not know.

· Learn about the area, the culture, local customs, history of criminal activity and local laws.

· Be familiar with the environment. You must know what is normal to be able to detect what is unusual.

· Always have local coins or calling cards for pay phones.  Know how to use the local phone system and the number for emergencies.

· Keep a low profile do not advertise military affiliation.

· Dress and behave conservatively.  Avoid styles that do not fit into the local area and typically American items such as western boots and hats, or baseball caps - try to blend in.

· Don't wear clothing with slogans or symbols that may be offensive.  Remember, different cultures have different values and beliefs.  When in doubt be conservative.

· Be polite and low key.  Avoid loud conversations and arguments.

· Don't flash large sums of money.

· Never carry documents, credit cards, or large sums of money that you do not need to have on your person.  For example, there is generally no reason to have your stateside drivers license or American department store credit cards in your wallet or purse.

· Avoid going out alone, especially at night.

· Avoid secluded areas, poorly lit streets and narrow alleys.

· Stay away from known trouble spots, demonstrations and political rallies.

· In your contact with others, remember that deals too good to be true usually are.

· Excessive consumption of alcohol is often the first step to becoming the victim of a crime or serious accident.  It lowers your awareness, rational decision making process, and physical coordination.  Criminals may target intoxicated people because of these reasons.  Most importantly, many victims simply lose their ability to perceive potential dangers.  If you drink, do so in moderation, especially when away from home.  Staying sober may help you stay healthy and alive.

Security at Home
  Several of these comments may apply to economy quarters and many others will seem to not apply generally to your current situation, but you will move one day.  Most are general enough that they can be applied in almost any situation.

· If living off-post avoid areas that have one-way streets, dead ends and secluded areas.

· Select a well-lit neighborhood.

· If located in a commercial area examine the whole clientele attracted to the area.

· Check on the availability of the police, fire and ambulance service.

· If possible try to avoid apartments on the ground floor since they are more vulnerable to break-ins.  

· Ensure that your home blends with others in the neighborhood; don't display obvious US military and or specific American symbols.

· Use the locks on all doors.  The door may lock when you close it, but the deadbolt does not set.  Use the key and set the deadbolt.

· Use intercoms, peep holes in doors.  Do not open the door until you have identified the person who wants to come in.  Beware of unexpected delivers or repairmen.  Refuse them entry until you can identify who they are.  Check their identification and if required, call, the firm and verify the appointment.

· Ask your landlord to tell you in advance of any deliveries or worker coming to the apartment.

· Use louvered shutters, especially on the ground floor.  Use curtains, windows and shades, especially in the evening.

· Keep entrances, exits and stairwells well lit.

· Exterior and entrance lighting that is controlled by a motion sensor is inexpensive and effective crime prevention measure.

· Don't hide a key, if you must give a key to someone make it a trusted neighbor.

· Don't mark your residence or vehicle keys with your name, address, or other information that can identify you.

· Have locks replaced if keys are lost.

· Learn how to properly operate all locks.  

· When away leave a light on or a radio to make it appear that someone is at home.

· Don't give your address or phone number out easily.

· Answer your phone by saying hello.  Do not answer with your name or rank.  If you have an answering machine record your number as part of the greeting.  Don't use your rank or name.

· Have emergency numbers and names ready and by the phone.

· Learn how to ask for help in the local language.

· Having a dog can be an excellent deterrent to criminals.

· Be prepared for everyday emergencies such as power outages, water main breaks, and injuries.  Have a flashlight, candles, water, and first aid supplies on hand.  

· Parking your car in a locked garage is best.  Avoid parking on the street if possible.  If you must try to park the car in a well lit area.

· If you are going away for more than a day or two:

1. Have someone collect your mail.

2. Use automatic timers for the lights or radio.

3. Unplug or turn down the telephone ringer.  Do not use an answering machine.

4. Report unusual or suspicious activity to the police.

Everyday Driving and Vehicle Security
· Keep your vehicle well maintain and your tank at least half full.

· Walk with your vehicle keys in your hand ready to use.

· Perform a quick check of your vehicle exterior and interior before unlocking.  Look for any signs of tampering.  If something appears suspicious, notify the police- stay away from the vehicle until it is determined to be safe.

· Once insider your vehicle lock the doors and put the key in the ignition.  Keep the doors locked at all times.

· Keep your windows up until you are moving.  It is best to keep your windows up when traveling in town.  If you must lower them, do so only slightly.

· Always lock your vehicle when unattended and safeguard your keys.

· Park in secured lots when possible.  If unavailable, park in a  well lit are that is not secluded.

· Always be alert and aware of your surroundings while driving.  Defensive driving is not only safety smart, but security smart.  Always use your seat belt.

· Be aware of vehicles in front, behind and to the sides.  Pay attention to the occupants.

· In high threat areas, or in a high-risk area, vary your route and times of travel.  This makes you more unpredictable and harder to target.

· Never pick up hitchhikers, no matter how good-looking they are.

· Avoid demonstrations or known trouble areas.

· Know the location of police station and fire departments and hospitals.  Go to one of them if you think that you are being followed - do not go home.  Try to record the description of the vehicle, license plate number and occupants.

· In an emergency, drive on flat tires until reaching a well lighted, well traveled, safe area.

Car Trouble
· On the road set out a warning triangle and/or flares; raise the hood; activate emergency flashers, lock the doors and stay inside.  If someone stops to offer assistance, roll the window down slightly and ask them to notify the police or a road service agency.  If you feel unsure of the situation, don't get out of the vehicle until the police or road service arrives.

· Call boxes - In most western European countries, call boxes are located at regular intervals on major highways.  Use these to call for help and then return to your vehicle.

· While parked - Be wary of assistance offered by strangers.  Telephone a friend or road service for help.  If you feel threaten by strangers, stay in the vehicle with the doors locked.  Use the vehicle horn if you need to attract attention.

When Driving Out of the Country Or On Vacation.
· Your European driver's license issued by the Army is not valid in all countries; and may not be recognized by car rental agencies in many countries.  Obtaining an international license is always the best policy and the international license may be required to drive in many countries.

· Check with insurance companies to make sure that your policy covers you in the are that you are traveling.  Ask them about any special concerns.  Carry proof of insurance.

· Consider the use of a vehicle that will not identify you as a foreigner.  Rent a vehicle if necessary.

When Traveling Away From Home.
· Tell only those that really need to know that you will be gone.

· Call the Security Office to get information on the location that you plan to visit.  The Security Office is not a travel Office, but we can provide information related to the general security environment of the area and aspects that you will need to consider before you go.

· Carry the address and the phone numbers of the US Embassy and Consulates located in the area that you plan to visit.

· If you wear glasses or contacts make sure that you carry spares.

· Bring a sufficient supply of medical supplies and any required medication.  Carry a copy of the prescription of any required medicine and know the generic name of the product.

· Be discreet in revealing your military affiliation or home address.  

· Make a copy of the following and place in different pieces of luggage in case the originals area lost or stolen:

1. Passport pages with number, photograph, issue information, and any required visas.

2. ID card, Leave, TDY papers, and/or border crossing documents.

· Use a money/document belt for copies of identity documents and use a separate wallet for credit cards and emergency funds.  Consider what you will do if your wallet is lost or stolen - have a plan.

· Be wary of pickpockets, especially in crowded areas and major tourist attractions.  Do not be distracted.  Carry valuables and belongings in a secure manner.  Handbags should be on a strap and place cross-wise on the body with the opening in toward the body.  Walk with your hand on top of the bag.  Put your wallet in your front pocket.

· Travel light; pack only what you will need.  Do not use military luggage like a duffle bag or a flight bag.

· Avoid carrying potential controversial material such as gun magazines, military publications, religious books, pornography or magazines that can offend or antagonize.

· Watch your luggage at all times, especially in hotel lobbies, airports and train stations.

When Flying
· Try to book non-stop direct flights to your destination.  The fewer the stops and plane changes the better.

· Exchange small amounts of money before you leave for tips, snacks, taxis, etc.

· Use military flights, MAC charters, or US flag carriers whenever possible.

· Hijackers usually direct their activities toward the aisle seats, especially the front and rear aisle area.  Avoid sitting in these seats if possible.

· Travel in conservative civilian clothes that do not make you stand out as an American.

· Pack your own luggage.  Never let it out of sight until it has been checked.  Do not accept packages or items for packing with your handcarried items.

· Use a civilian address for your luggage tags, reservations, and other travel documents.  Do not make this address an APO.

· Place your name an address on the inside of your luggage.

· Do not loiter around the ticket counter, baggage check-in, or security screening area.  Go through security as soon as possible and move to the boarding area.  If you want to use shops, use the ones in the security area not the ones in the main terminal.

· Beware of unattended baggage; report it immediately.

· Use a tourist passport, with a plain cover, whenever possible.

· If a hijacking or similar incident occurs:

1. Discreetly discard military identification.  Do not volunteer military affiliation; but if questioned do not deny it.  Simply state that traveling on a passport is routine.

2. Avoid doing anything that will draw attention to you.

3. Discreetly observe captors and get a physical description.

4. If a rescue attempt is made, get down and stay still until the situation is completely resolved and you are told to get up.  Security forces will generally target anyone that is moving.

Using Hotels.
· Use hotels that are reputable.  Check with the travel agent or people familiar with the area.

· Try to get a room between the 2nd and the 5th floor.  The ground floor is a target for criminals.  Floors above the 5th are beginning to be out of range of fire fight equipment.

· Although not always so, presume that all hotels rooms are monitored.  Do not discuss classified or sensitive information in the room.

· Avoid using hotel paging.

· Keep your passport and your room key at all times.

· Exercise care when inviting strangers to your room or disclosing the number and location of your room.  Meet visitors in the lobby or other public areas.

· Be wary of pickpockets, prostitutes, or other criminal elements that may loiter in lobbies, restrooms, restaurants, pools, or public phone booths areas.

· Note the location of emergency exits, fire alarms and fire extinguishers.

· Always use door peep holes and security chains.  Lock the doors and windows when leaving the room.

· Try to sleep away from exterior walls and windows.

· Keep your room neat and orderly.  By doing so, it will be easier to notice if someone has been in your room.

· Avoid leaving valuables in your room.

· When leaving your room, turn out the lights first - then open the door and check the hallway before exiting.

· Avoid hanging signs on the door requesting maid service.  This tells everyone that you are not in the room.

· Mail letters and postcards yourself.  Do not let the hotel do it for you.

· Beware of unexpected mail, parcels, or solicitors.

Security Issues For Children.
· Ensure that children always carry some form of identification; and that they know their home address and phone number.

· As best as you can, know where your children are day and night.

· Have identification documents available.  

· Never leave children alone or unattended - even when you just go in an check your mail.

· Instruct children to keep their doors and windows locked and to never admit strangers to the home.

· Teach children how to contact the police or a neighbor.  Show them how to use the phone in an emergency and let them practice by calling a friend.

· Don't have children wear clothes or carry items with their names displayed on the outside.

· At the appropriate age teach your children how to safely cross the street,

· Advise children to:

1. Never leave home without telling someone where you will be.

2. Travel or play with a friend or group.

3. Avoid isolated areas.

4. Refuse to go with strangers and never accompany strangers anywhere … even if the strangers say Mom or Dad sent them.

· Establish a secret codeword that only you and your child know which can be used by a friend if your child does need to be picked-up.

· Make sure that children know where to go if they feel threatened.

· Teach them to report anything that makes them afraid or uncomfortable.

· Write down the name, address, and phone number of your hotel.  Have each child carry a copy.  Most hotels have business cards or matchbooks.  If the matchbook is used remove the matches before giving it to your child.

· Explain the local police uniform to your child and where they will be able to find help if they become separated.

· Give then coins to use in the pay phones and show then how to operate them.  Let them practice.

· Establish rendezvous points in the event that someone gets separated.  Make sure it is a place that your children can find.

· Keep a close eye on your children.  Have them use the buddy system if practicable.

· If children are old enough to do things on their own, set meeting locations and times.  Before they set out, remember what they are wearing.  Check to ensure they have coins for pay phones.

SUSPICIOUS ACTIVITY REPORTING WORKSHEET
Note:  If you have a camera, photograph the person or vehicle if you can do without placing yourself at risk.

SUSPECT:

HEIGHT:

WEIGHT:

SEX:

AGE:

SKIN COLOR:

HAIR COLOR:

HAIR LENGTH:

CLOTHING:

DISTINGUSIHING FEATURES:

LANGUAGE SPOKEN:

ACTIVITY:

DATE/TIME/LOCATION:

WHAT WAS THE SUSPECT DOING?

VEHICLE:

LIC PLATE NUMBER:

COUNTRY:

COLOR OF PLATE:

MAKE:

MODEL:

YEAR:

TYPE (2 DOOR, 4 DOOR, VAN):

NUMBER OF OCCUPANTS:

DIRECTION OF TRAVEL:

NAMES/ADDRESSES OF OTHER WITNESSES:

BOMB THREAT WORKSHEET
TIME CALL RECEIVED:

TIME CALL ENDED:

DATE:

EXACT WORDING OF THE THREAT:

QUESTION TO ASK:
WHEN IS THE BOMB GOING TO EXPLODE?

WHERE IS THER BOMB LOCATED?

WHAT DOES THE BOMB LOOK LIKE?

WHAT WILL CAUSE THE BOMB TO EXPLODE?

WHO PLACED THE BOMB?

WHY?

WHAT IS YOUR NAME?

WHAT IS YOUR ADDRESS?

ARE YOU CALLING FROM A PAY PHONE?

WHAT IS YOUR TELEPHONE NUMBER?

WHERE ARE YOU RIGHT NOW?

SEX OF THE CALLER:

AGE OF THE CALLER:

CALLER'S VOICE:
CALM
RASPY
DISTINCT
EXCITED


INTOXICATED

SLOW

ACCENT

STUTTER


SOFT

CRACKING

LOUD


ANGRY

LISP

CRYING 


RAPID

DISGUSIED

SLURRED


CLEARING THROAT



NASAL


DEEP


LAUGHTER

IS THE VOICE FAMILIAR?

BACKGROUND NOISES:
NONE

OFFICE

CHILDREN

CLEAR

STREET

LAUGHTER
STATIC


VOICES

PA SYSTEM
MACHINERY
ANIMALS


MUSIC

AIRCRAFT
OTHER

DID THE CALL SOUND LIKE LONG DISTANCE?

DID THE CALL SOUND LIKE IT WS FROMA PHONE BOOTH?

THREAT LANGUAGE:
LANGUAGE SPOKEN/FLUENCY:

WELL SPOKEN (EDUCATED):

FOUL/PROFANE:

IRRATIONAL:

TAPED MESSAGE:

MESSAGE BEING READ:

INCOHERENT:

REMARKS
NAME OF PERSON RECEIVEING CALL:

PLACE/OFFICE RECEIVING CALL:

PHONE LINE RECEIVING CALL:

IMMEDIATELY NOTIFY AUTHORITIES OF ANY THREATS RECEIVED.

LETTER AND PACKAGE BOMB INDICATORS
· REPORT ANY SUSPICIOUS PACKAGE OR LETTER TO AUTHORITES IMMEDIATELY

· TAMPERING OR OPENING A SUSPECT LETTER OR PARCEL SHOULD BE LEFT TO THE EXPERTS

· LEAVE THE PACKAGE ALONE.

· DO NOT MOVE THE PACKAGE.

· DO NOT PLACE IN WATER.

· LEAVE ROOM WINDOWS OPEN TO VENT A POSSIBLE DETONATION.

· LEAVE THE ROOM.

· EVACUATE THE AREA AND WAIT FOR A BOMB DISPOSAL TEAM.

THE FOLLOWING MAYBE INDICATORS OF A BOMB
· NO RETURN ADDRESS.

· ADDRESS TO TITLE, BUT NO NAME, LIKE COMMANDING GENERAL, ETC.

· INCORRECT TITILE OR ADDRESS.

· RESTRICTIVE MARKINGS SUCH AS CONFIDENTIAL OR PERSONAL, ETC.

· MISSPELLING

· EXCESSIVE POSTAGE.

· STAINS OR STRANGE ODOR.

· WIRE, METAL OR FOIL COMING OUT OF PACKAGE.

· HEAVY OR UNBALENCED.

· VERY RIGID ENVELOPE.

· SPRINGINESS IN THE TOP, BOTTON OR SIDES.

Chapter 3 Threat Conditions (THREATCONs)

  Introduction Now that you have made the trip to Europe you will find that there will be a number of new words entering your vocabulary.  Most will be German of course, but there will be others that will be very Army specific.  THREATCON will be one of those words.  THREATCON is "Army speak" for Threat Condition and notes a series of actions and responses to threats specific to the area of assignment.  

  The Threat Condition System is designed to give the commander the flexibility to choose the appropriate level of protective measures needed in the area of responsibility.  When you were assigned in the United States there was a THREATCON level there too, even though you may not have ever heard of the term or the system.  Being overseas takes us out of the protective bubble of the United States and places in a position where we become a more defined target.  Being an American in Germany makes you a symbol of all that America does and is in the world.  That is just part of being here; we can't change that and it is a reality that has both positive and a negative sides.

  It is important that we all be aware of the THREATCON System and how that system works.  Being aware will make you better able to contribute to helping the system work and it will also make you more flexible to the demands that the system can sometimes place on our daily lives.  In the next few pages we will look at the THREATCON system, first very generally and then more specifically to help you understand what all the fuss is about.  

When we start a discussion concerning THREATCON we have to start the discussion with the intelligence and operations staffs.  Both of these staff are involved in staff processes designed to produce recommendations for the commander.  Once completed the recommendation form the basis for the assignment of the THREATCON level.  The intelligence and the operations staffs will work closely to form the recommendations, but from two different angles.  The operations staff will concern itself with how the THRERATCON decisions or changes will be integrated into the operations of the unit.  The operations staff will provide the implementing instruction to units based on the commander's decision.  

  The intelligence staff will direct its attention to the existence, capability and intentions of the terrorist organizations or groups that operate in the commander's area of responsibility.  The focus of the intelligence staff is to provide the commander and the operations staff will an appraisal of how effective existing terrorist organizations are and if these organizations have any intention to act against US persons, facilities, or interests.  The methods that intelligence staffs use to make assessments to the commander are directed at determining the threat level of the area.  This is the first processing setting the THREATCON for the area.  We will always work to have a match between the actual threat and the threat level.  At times this maybe a bit out of order, but in general, we want to have the right level of protection to protect against a certain level of threat.  

  To determine the threat level, the intelligence staff uses the same process throughout the Department of Defense (DoD).  The DoD has developed a methodology to help assure that the terrorist threat to US persons, facilities and interests across a wide spectrum of agencies and areas meet a specific set of criteria.  These criteria form the six factors used in shaping the collection and analysis of threat information.  To measure the actual threat in an area the intelligence staff uses the six factors of :  

· Existence.  To meet the criteria of Existence a terrorist groups or organization is present, assessed to be present, or able to gain access to the commander's area of responsibility.  To put it more simply and directly, the terrorist have to live here or be able to get here from where they live.  

· Capability.  To meet the criteria of Capability the terrorist group or organization has to have acquired, assessed, or demonstrated a level of competence to conduct a terrorist attack.  The capability of a terrorist organization determines the level of threat that the organization poses to the commander.  Certainly all terrorist groups pose some threat.  If they did not they would not be consider terrorist groups.  Still, the capabilities posed by groups differ widely and the capability of the group is of great importance in assessing the actual threat of a group.

· Intentions. To meet the criteria of Intentions the terrorist group or organization has to have recently demonstrated anti-US activity or stated the intent to pursue anti-US activity.  Intentions are another factor that varies widely from one organization to the next.  All terrorist groups or organizations are not anti-US.  It just seems that way sometimes.  Depending on the group's political, religious, or ideological goals the threat to us will change and move up or down.  There may be a rattlesnake on your front porch, but he has no real intention of doing harm to you.  The snake just wanted to get out of the sun.  It just happens to be on your porch.  That does not make the snake any less deadly to you, it just means that the snake does not intend to do you harm, but it still could.

· History. To meet the criteria of History the terrorist group or organization has to have demonstrated the capability of executing terrorist activity over time.  This does not mean that new groups, or groups that have a limited history, are not dangerous.  Just that their danger is not as well established.  Think of this as a reputation.  In the old west there were a number of gangs that could and did rob banks.  But the names of James and Younger carried a lot more threat than any of the others.  History provides indications of a number of others factors and highlights the goals and capability of groups.
  Targeting. To meet the criteria of targeting the terrorist group or organization has to have credible information or activity indicative of preparations for specific terrorist operations.  Reconnaissance and surveillance activity, photographing, making sketches, gathering logistical supplies, movement of personnel, thefts and any number of other activities can be indications of targeting.  It is a group's participating in targeting and attack activities that make it a terrorist and not a political organization.  Targeting activities make the organization more than just a political opponent of the United States. 
  Security Environment. Security Environment refers to the governmental, intelligence and protective structures that exist in the area of considered.  Just how well does the local government control it's border?  Can terrorist groups or organizations move into and our of the area with relative ease?  The security environment is one of the most important of threat factors since it can have substantial mitigating influence over many of the other factors.  For example, the major reason our Embassies in Africa were targeted by Bin Laden was because both Tanzania and Kenya have very low security environments.  It was easy for Bin Laden operatives to move the required men and material into the area to conduct the operation.  Germany, on the other hand, is a much more secure environment.  Germany has a very well developed police and internal intelligence structure and moving men and material into position would be far more difficult here.

  Once all the information about groups living, operating and working in the area is compiled the intelligence staff has a much greater understanding of the actual threat posed to US persons and interests.  To illustrate this point let me use an example of the threat posed by the Kurdish Workers Party (PKK) to Americans living in Germany.

  The PKK is a terrorist group dedicated to the creation of a Kurdish homeland carved out of land that now makes up parts of Turkey, Syria, and Iraq.  The organization has been in existence for over twenty years and has conducted a number of very successful terrorist operations during that time.  The vast majority of these actions have taken placed in eastern Turkey.

  The Turkish Government claimed that the PKK is responsible for over 20,000 deaths in its campaign of terror over the last twenty years.  The PKK had and can be expected to continue operations against the Turkish Government in the coming years.  The PKK is one of the few terrorist organizations in the world that has demonstrated the capability of conducting operations against a powerful military force.  

  There are approximately two million Turks who call Germany home, at least for now.  Approximately 500,000 of these Turks are Kurdish.  German intelligence and security departments estimate that 60,000 of these Kurds are members, activists or sympathizers of the PKK.  Sympathizers and members of the PKK can be found throughout Germany to include our area of responsibility.  

  The PKK is always engaged in target planning or execution in Turkey, particularly eastern Turkey.  The PKK draws much of it's financial support from Europe and from Germany in particular.  However, the PKK focus in Germany is political and economic.  The PKK has conducted operations in Germany, but these operations have been directed toward Turkish businesses that have failed to meet financial demands of the PKK.  The major tactic used in Germany is arson.  Human casualties associated with these attacks are rare.

  The fact that the Germans know the extent of sympathizers and details concerning the activities of the PKK shows that government intelligence tracking and operational enforce is keen.  The security environment is strong.  Another consideration is that even terrorists do not bite the hand that feeds them.  The PKK gets too much financial support from Germany to risk the loss of revenue through the conduct of active missions on German soil.    

  In its long history the PKK has never displayed any anti-US actions directly specifically against US person or facilities.  In fact, the PKK has been pro-US in the past.  The US has enforced the "No-Fly Zone" over Iraq for the past eight years.  This has had the effect of protecting PKK sanctuaries in the north of Iraq.  The Kurds are certainly no supporter of Saddem Hussein and US actions toward Iraq are seen as benefiting the PKK.  Recent US support of the Turkey over the issue of extradition of PKK leader Abdullah Ocalan from Italy and the admission of providing assistance to Turkey in the capture of Ocalan could causing a cooling of PKK feelings toward the US.  Only time will tell how the PKK restructures and reacts to the loss of their leader.  For now, we will have to reassess the threat of the PKK and their likelihood of generating an anti-US agenda.

  So after all of this analysis what can we tell the commander about the threat to Americans in Germany from the PKK?  We can confirm that the PKK is a professional, well-developed, and highly sophisticated terrorist organization that has an extensive support structure in Germany.  However, the strong internal security environment in Germany mitigates these threat factors as does close relations between the Germans and US Governments.  The lack of evidence of any credible anti-US intentions on the part of the PKK further reduces the actual threat of the PKK to Americans.  

  Doing the threat level homework is not over yet.  After compiling all this information we have to simply the assessment and pin our assessment to a single word, something that I am sure you wished I had done pages ago.  The intelligence staff will use one of five rating to describe the threat level in the area of responsibility.  The five rating are shown below:

· Critical.  A threat level of Critical is presence if the factors of Existence, Capability, and Targeting are present.  The factors of History and Intention may or may not be present.  Critical is differentiated from all other threat levels because it is the only one in which credible information identifying specific US persons, facilities or interests as potential or actual targets is present.  Although a particular action is not specified, a critical threat level will compel a local commander to take appropriate protective measures. If the threat level went to a critical rating you could expect that business as usual operation on the installation would cease.  Expect facilities to be closed or open for limited hours and expect to see armed soldiers patrolling installation facilities.

· High. A threat level of High is presence if the factors of Existence, Capability, History and Intentions are present.  The factor that keeps a high rating from being a Critical rating is the lack of credible targeting information.  Knowing that you are being target will take the threat to new heights, but all other factors being present, we have to consider a very real possibility that we might have missed something.  Under high threat level, expect delay and soldier presence at key locations on the installation.    

· Medium. A threat level of Medium is presence if the factors of Existence, Capability, and History are be present.  Intentions may or may not be present.  Think of the example of the PKK for a medium threat level.  The organization is here.  The PKK certainly has the capability of conducting successful operation and it has a 20-year history of terror.  However, there are no clearly, credible intention or evidence of targeting that would give credence to a high threat level.  Look for delay and random patrols on the installation, but the "armed camp" impression of the installation will be softened.      

· Low. A threat level of Low is presence if the factors of Existence and Capability are present.   History may or may not be present.  We operated at a threat level of low in Europe for just about a decade before Bin Laden bombed the embassies in Africa.  In actuality, the threat level was higher than this for sometime before the embassy bombing it was just a tough sell.  When you think of a low threat level just remember the days when you could just drive on post and German girlfriends were able to move about with no ID and no problem.  There maybe random patrols and checks, but these are conducted by MPs as part of the of normal duty; no need for guard force augmentation.  
· Negligible. A threat level of Negligible is presence if the factors of Existence and/or Capability are present.  We do not really need to spend a lot of time on this one because it will never apply outside the US.  If we were at Fort Bragg or Fort Riley we would be at a Negligible threat level.  However, outside the US we will never go below a low threat level.  The reason for that is security environment.  In the US we control our own security environment.  Outside of the US force protection and the primary responsibility for force protection lies with the host nation.  In our case that responsibility belongs to the German Government.   No matter how much we think we can call up Hoss, Little Joe, and Adam, round up a posse and ride off post to bring the bad guys to justice, the truth is we cannot do that here.  For that matter we can't do that in the US either, but that certain lack of control here pushes our threat level up a notch.    

  Operations Actions.  Once the intelligence section have determined the threat level they pass their information to the operations section who will make the Threat Condition recommendation to the commander.   The threat level will direct much of the thought that goes into setting the threat condition.  Like the threat level, the threat condition is a graduated response that keys the activity of our soldiers to the threat.

  Whereas the threat level is an intelligence community judgement about the likelihood of terrorist attack, the Threat Condition (THREATCON) is the principal means the commander has to apply an operational decision on how to guard against the threat.  Ultimately it is the commander who must weigh the information and balance increased security measures with the loss of effectiveness during prolonged operations and the accompanying impact on the quality of life.  

  Decisions are never as simple as they appear to be.  This is especially true for a commander faced with the decision to set a THREATCON.  There are a number of issues that the commander must consider and weigh before making a decision concerning THREATCON.  It is not easy being a commander and having to take the responsibly for actions taken at an installation regarding:

· Assessment of the overall terrorist threat.

· Assessing capability of terrorist to penetrate existing physical security systems.

· Determining the risk of terrorist attack against specific installation and facilities.

· Assessing the ability of units to carry on mission even if they were attacked.

· Determining which assets are critical to the overall mission and must be protected most.   

    Major subordinate commanders establish THREATCONs and subordinate commanders have the flexibility to establish a higher THREATCON if they feel the threat level in their area of responsibility demands a stronger security posture.  An important point to remember about THREATCONs is that they are mandatory once established.  A subordinator commander can raise the THREATCON in his area, but he cannot move to a lower THREATCON than the one established by the higher commander.  The declaration, reduction, and cancellation of THREATCONs remain the exclusive responsibility of the commander issuing the order.

  For example, at the time of this writing the USAREUR Commander has established a THREATCON LEVEL of BRAVO plus across USAREUR.  If the Commander of 7th ATC feels that the threat was higher in out footprint and warranted moving the THREATCON to CHARLIE, he has the authority to make that revision.  However, no matter if the Commander of the 7th ATC knows that the threat does not warrant a THREATCON BRAVO level, he cannot lower his posture below that of THREATCON BRAVO.  The USAREUR Commander set the THREATCON at BRAVO, only the USAREUR Commander can lower that THREATCON level. 

  All of this talk about BRAVO and CHARLIE has comes before we discuss what those terms really mean, sorry.  Lets fix that information gap now and take a look at the various THREATCON levels and what, in general, we can expect as we move up and down the THREATCON ladder.  

  THREATCON Levels.  The DoD has established five THREATCON levels in the THREATCON reporting system.  Each of these levels denotes a different degree of force protection readiness at the installation.  Movement to each level is linked to the threat level and to the determination of the commander.  THREATCONs move in an ascending threat path starting at THREATCON NORMAL and moving up to THREATCON DELTA at the highest level.  A more precise definition of the THREATCONs and what each entails is provided below.

· THREATCON NORMAL.  THREATCON NORMAL corresponds to Threat Level Negligible in that there is no known threat.  THREATCON NORMAL is a threat condition that you will only see inside the United States.  Installation located outside the US will never use this threat condition for reasons going back to our earlier discussion on security environment.
· THREATCON ALPHA.  THREATCON ALPHA exists when there is a general threat of possible terrorist activity against an installation, facilities or US persons.  This THREATCON normally corresponds with threat level Low.  The exact nature and extent of the threat are unpredictable and circumstances do not justify the implementation of a higher THREATCON.  In USAREUR THREATCON ALPHA is the normal condition.  This is the THREATCON that is most familiar to you.  Most of the work associated with this THREATCON is done by the MPs.  We have to be capable of maintaining this THREATCON for an indefinite period.
· THREATCON BRAVO.  THREATCON BRAVO exists when there is an increased and more predictable threat of terrorist activity.  The measures in this THREATCON must be able to be maintained for weeks without causing hardship, affecting operational capability, or causing problems with host nation authorities.  We have been at THREATCON BRAVO for five months now.  That is a long time and I am sure we began a long time ago affecting the operational capability of our units.  Normally, THREATCON BRAVO corresponds with a threat level of Medium.  At THREATCON BRAVO you will see soldiers doing mission that normally do not fall in their normal duty activities.  You will see soldiers patrolling both on-post and off-post areas.  Soldiers will also be augmenting Ponds on the gates.    
· THREATCON CHARLIE.  Exists when an incident occurs or when intelligence is received indicating that some form of terrorist action is imminent.   Implementation of this measure for more than a short time will probably create hardship and affect training activities of a unit and its personnel.   THREATCON CHARLIE is when we really start to hurt from a force protection standpoint.  Access to the installation will be more difficult with substantially increased delay time.  There will be more vehicle inspections and more soldiers on guard.  Training will begin to suffer, as training units have to send soldiers back to home station to perform force protection duties.  The threat level that would correspond with CHRALIE is High.  We cannot maintain the requirements of THREATCON CHARLIE for more than a short without causing hardship on soldiers and families living in the community.
· THREATCON DELTA.  THREATCON DELTA exists when at terrorist attack has occurred or when confirmed intelligence indicates that a terrorist attack directed at a specific location is likely.   THREATCON DELTA should be viewed as a localized warning.  The threat level that DELTA corresponds to is Critical.  At THREATCON DELTA normal activity at the installation stops and all effort is directed toward force protection missions.  Installations cannot stay at THREATCON DELTA for more that hours or a day without causing severe hardship on the soldiers and families living in the community. 
  That summarizes the THREATCON levels and provides an overview of what you can expect when you hear the THREATCON designation for ALPHA through DELTA.  However, we have not fully addressed all the flexibility that is offered by the THREATCON system.  Each one of the THREATCON levels is made up of a number of measures that prescribe activities that the installation must fulfill to met the requirements of the THREATCON.  It is the measures that serve as the enablers of the THREATCON system.

  Measures.  Measures associated with each of the THREATCONs are cumulative.  It is not like a salad bar where you take a little of this and little of that.  You cannot leave measures associated with a THREATCON that are painful, inconvenient or just plain too hard to do.  Moving up the THREATCON ladder means taking all the associated measure with you as you climb. For example THREATCON ALPHA contains measures 1 through 10.  THREATCON BRAVO contains measures 11 through 29.  As you move from THREATCON ALPHA to THREATCON BRAVO you do all measures 1 through 29.  You cannot simple leave the ALPHA measures behind and do only the BRAVO measures.  

  THREATCON measures offer the commander the additional flexibility of being able to take measures from other THREATCON level to add additional security or to vary the look of his installation.  For some time we have been operating at THREATCON BRAVO PLUS in USAREUR.  In plain English that means we have been doing all the measures associated with THREATCONs ALPHA and BRAVO and we have been doing selective CHARLIE measures as well.  The addition of the CHARLIE measures are designed to provide additional security to areas of special needs and concern to the commander.  The THREATCON system also provide a number of spare measures that the commander can use to provide for checks or security activities that are not covered by the specified THREATCON measure.   

  RAMP.  In addition, the commander has another tool to support his THREATCON execution.  Random Antiterrorist Measure Program (RAMP) is designed to supplement, but not replace the THREATCON system.  Many of you have encounter RAMP and may not have recognized what it was.  MPs normally execute the program for the commander.  Those of you who have been stopped by the MPs and had your ID checked or your car searched were part of RAMP activities.   

  RAMP is an effective operations security measure than enhances security and greatly limits terrorists to determine the pattern of security and responses that an installation uses in its force protection planning and implementation.  RAMP measures like random ID checks and vehicle searches are taken from higher THREATCON measures to supplement lower ones.  RAMP can and does assist in vulnerability analysis, training of security forces, raising general population awareness, and RAMP measures have the advantage of being easy to maintain.

  I have included a general description of measures below.  What this does for you is it allows you to see what the commander has responsibility for as the THREATCON increases.  Additionally, it provides some "news that you can use" in planning your trips to post.  You will quickly see that as the THREATCON increases so will the delay you experience in coming to post and doing your business.  

THREATCON ALPHA
Measure 1:  At regular intervals, remind all personnel and family members to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers.  Watch for unidentified vehicles on or in the vicinity of US installations.  Watch for abandoned parcels or suitcases and any unusual activity.

Measure 2:  Ensure the duty officer or guard personnel has access to building plans and plans for evacuations.  Key personnel should be able to seal off the area immediately.  Key personnel should be on call and readily available.

Measure 3:  Secure buildings, rooms, and storage areas not in regular use. 

Measure 4:  Increase security spot checks of vehicles and persons entering the installation and unclassified areas under the jurisdiction of the United States.

Measure 5:  Limit traffic points for vehicles and personnel commensurate with a reasonable traffic flow.  

Measure 6:  As a deterrent, apply measures 14, 15, 17, or 18 from THREATCON BRAVO individually or in combination.

Measure 7:  Review all plans, orders and personnel details, and logistic requirements related to the introduction of higher THREATCONs. 

Measure 8:  Review and implement security measures for high-risk personnel, as appropriate.

Measure 9:  Spare.

THREATCON BRAVO
Measure 10:  Repeat Measure 1 and warn personnel of any other potential form of terrorist risk.

Measure 11:  Keep all personnel involved in implementing antiterrorist contingency plans on call.  

Measure 12:  Check plans for the implementation of the next THREATCON.

Measure 13:  Move car and  objects at least 25 meters from buildings, particularly buildings of a sensitive or prestigious nature.  Consider centralized parking.   

Measure 14:  Secure an regularly inspect all buildings, rooms, and storage areas not in regular use.

Measure 15:  At the beginning and end of each working day and at other regular and frequent intervals, inspect the interior and exteriors of buildings in regular use for suspicious packages.

Measure 16:  Examine mail for letter and parcel bombs.

Measure 17:  Check all deliveries to mess halls, clubs, etc.  Advise dependents to check home deliveries.

Measure 18:  Increase surveillance of domestic accommodations, schools, messes, clubs and other soft targets to improve deterrence and defense and to build confidence among staff and dependents.

Measure 19:  Make staff and dependent aware of general situation to stop rumors and prevent unnecessary alarm.

Measure 20:  At an early stage inform members of local security committees of actions being taken.  Explain reasons for actions.

Measure 21:  Physically inspect visitors and randomly inspect suitcases, parcels, and other containers.

Measure 22:  Operate random patrols to check vehicles, people and buildings.

Measure 23:  Protect off-post personnel and military transport in accordance with prepared plans.  Remind drivers to lock vehicles and check vehicles before entering or driving.

Measure 24:  Implement additional security measures for high-risk personnel as appropriate.

Measure 25:  Brief personnel who may augment guard forces on the use of deadly force.

Measure 26-29:  Spares.

THREATCON CHARLIE
Measure 30:  Continue or introduce all measures listed in THREATCON BRAVO.

Measure 31:  Keep all personnel responsible for implementing antiterrorist plans at their places of duty.

Measure 32:  Limit access points to absolute minimum.

Measure 33:  Strictly enforce control of entry.  Randomly search vehicles.

Measure 34:  Enforce centralized parking of vehicles away from sensitive buildings.

Measure 35:  Issue weapons to guards.  Local orders should include specific instructions on issue of ammunition.

Measure 36:  Increase patrolling of the installation.

Measure 37:  Protect all designated vulnerable points.  Give special attention to vulnerable points outside the military installation.

Measure 38:  Erect barriers and obstacles to control the flow of traffic.

Measure 39:  Spare.

THREATCON DELTA
Measure 40:  Continue or introduce all measures of THREATCON CHARLIE.

Measure 41:  Augment guards as required.

Measure 42:  Identify all vehicles in operational or mission support areas.

Measure 43:  Search all vehicles and their contents before allowing entrance to the installation.

Measure 44:  Control access and implement positive identification of all personnel.

Measure 45:  Search all suitcases, briefcases, etc, brought on the installation.

Measure 46:  Control access to all areas under the jurisdiction of the US.

Measure 47:  Conduct frequent checks of building exteriors an parking areas.

Measure 48:  Minimize all administrative journeys and visits.

Measure 49:  Coordinate the possible closing of public and military roads and facilities with local authorities.

Measure 50:  Spare.

Chapter 4: Principles of Security

   Bismarck said, "Only a fool learns from experience; I learn from the experience of others."  In tackling the issues of security let's make that our motto.  We can all learn something from each other.  We all have differing perspectives formed by a multitude of differing experiences.  Pulling all of those viewpoints together and focusing them will make us all better, stronger, and more secure.  

FIRST PRINCIPLE: ADDRESS YOUR OWN FEARS.  Depending on your own circumstances - the type of quarters you have, the location of the quarters, the size of your family, the age of your children, the working hours of the spouse, the crime rate, the terrorist threat in the area - you may require a large number of security precautions or very few.  But whatever the actual level of crime and terrorism you are likely to face, the main thing that you should be addressing are your personal fears and perceptions of the problem.  If you feel afraid, even if your fears maybe groundless, you must do whatever it takes to make you feel comfortable.

  This goes back to the point about knowledge we may in the introduction.  Fear, in most cases, is grounded in ignorance.  Once we have looked at information and gained insight our fears are reduced or at least made manageable.  

  Once you arrive in Germany you know immediately that you are not in Kansas anymore.  But remember Timothy McVeigh was from Kansas so even Kansas isn't really safe anymore.  There are challenges here that, in many cases, you will not have encountered before.  In some cases these will be causes of concern, in others they will be causes of frustration, but in very few cases will they be causes for fear. 

 There are really few problems we all have not faced at one time.  If you have fears, express them!  Let someone know and seek help and information.  Sharing the load will make it easier to carry and will go along way to making you feel more comfortable at the CMTC. 

Second Principle - Address your total security.  When stationed abroad it is important for us all to address our security needs in the broadest sense.  Abroad we must continue to consider our physical and property security as we do in the states, but we faced additional challenges travel, terrorism and medical security.  

  Travel security becomes more of a challenge and concern as we cross international borders and not just those of states.  Crossing the Mason-Dixon Line maybe stressful for some, but crossing the French border can be a real stressor.  Different laws, regulations, customs and languages all come into play and, at its worst, all at the same time and in front of a crowd.  Considering potential will make us better able to deal with any situation.  

  While domestic terrorism is a growing concern, as is the growing transnational capability of some terrorist groups, coming from the states you did not have the level of threat potential as you do in Europe.  Fact is terrorists love Europe.  Europe is a great place for groups to leverage political opinion and gain financial resources.  Europe also offers a place that a terrorist can come to and find limited safe haven from authorities in their native countries.  

  Terrorist and terrorist organizations are here and maybe closer than we often think.  Opening borders and an unstable east provide opportunities for terrorist and other criminals to gain access to the west.  In addition, if a group wants to strike a symbolic American target that is normally not as well defended as an embassy, American soldiers in Europe can provide that target.  None of this is designed to make you paranoid, but simply to bring home the point that we must consider the impact of terrorist acts while living abroad more so than we do in the states.

  Finally, look to medical security here as well.  Medical security is a vital, but often-neglected security area.  We all know that our Army is one of the finest and most well equipped in the world, but if our soldiers are incapacitated through illness, injury or disease where would be our strength?  Equally, there is little point to implementing security measures to protect your family from intruders, crime and terrorism if you don't ensure their protection from injuries, accidents and fires.

  While I will not deal with these issues directly in the handbook look to safety and health concern as a vital part of your family security plan.  People have died in fires because they could not get out of the barred and locked doors and windows they have installed to protect themselves.  In other cases, injuries and medical conditions that even the most rudimentary knowledge of first aid could have prevented or aided have caused illness, lost time from work, or even worse.  Hohenfels is a community filled with professionals.  If you have questions or concerns in these area contact me, the MPs, the Fire Department, the Safety Office, or the Clinic and get resolution on the first security principle. 

Third Principle - Opportunity and ability. Two simple principles apply to any type of security situation.  No matter the security problem, any criminal, whether he is seeking to steal a garden pink flamingo or a terrorist trying to assassinate a world leader must have two things: opportunity and ability.

  Most criminals are opportunists and their potential victim - you - provide the opportunity.  You may leave your garden flamingos outside in a dark patch of yard outside your fence and out of view.  If you are facing a terrorist threat you may continue your normal activities and routines by using the same routes, the same timetables, and acting "distinctively American."  In each case you are presenting an opportunity.   

  Good security removes the opportunity where possible and restricts the criminal's ability to take advantage of any chance that remains.  To find and identify a criminal's opportunity you have to place yourself in the criminal's shoes.   Military commanders place themselves in the boots of the enemy commander when they "think Red" as a part of the planning process.  This enables the commander to plan counterstrokes to probable enemy actions.  We can do the same "security thinking Red" at home, when traveling, and at work. 

  You must take a look at yourself, at your quarters; at the routes and places you travel and ask yourself, "What opportunities do I present to criminals?"  Back in the states we do this naturally and almost without thought.  You know there are times of day when you don't want to be caught in high crime areas of the city.  In growing up we all learn certain "laws of the jungle" for our particular piece of the jungle.  Some may have learned to distinguish gang colors or graffiti, while others, knew that certain fields had aggressive bulls in them, while other did not.   

  No matter the case, the point is we all had to learn.  We had to acquire knowledge of what was dangerous and what was not.  Sometimes what is constitutes an opening for a criminal is not always obvious to the untutored eye.

  The owner of an antique business in a run-down section of town had been burgled regularly.  After each robbery he had stepped up security, but in a point, counterpoint battle, the thieves had escalated their effort as well.  When they sent a small child through an upstairs window, he fitted the window with steel mesh, alarmed the windows, and covered the drainpipe and walls with anti-climb paint.  When they walked through the front door during opening hours and tied up the assistant, the owner kept the door locked and installed a video camera.  After they had smashed their way through the front door he fitted steel to the front door.

  He finally believed that his business was secure.  Every window was alarmed and shuttered, the door was as strong as a bank vault, the walls were unscaleable; what could possibly go wrong?  He received a call a few nights later, when the thieves broke into the shop next door and smashed their way through a cellar wall to gain access to his shop.  

  A criminal opportunity may be as simple as a woman walking down the street with her handbag over her shoulder.  She can't remove the opportunity for crime altogether because she has to carry her handbag, but she can restrict the ability of anyone to take advantage if she puts the strap across her chest and moving the handbag to the nearest side of the wall.  She can improve on that by keeping her credit cards and her cash in a separate, concealed wallet.

  This is just a simple example.  One even more apparent everyday maybe leaving the exterior door to your stairwell open.  Simply closing the door and using the electronic opening system will take an opportunity away from the criminal and increase your overall security.  By employing such measures you can eliminate the vast majority of threats against you and increase your overall security posture. 

  Still, you are at risk for criminals who create their own opportunities, using their knowledge of human nature to get their potential victim to act in a predictable way.  Criminals also prey of people who are the most vulnerable - children, the old, tourists, people walking alone, and yes, Americans stationed overseas.  We can fit the criminal's target profile in a number of areas and we can sometimes be a terrorist's dream come true.

  Once you understand and apply the concepts of opportunity and ability you will be able to decrease you risk.  How you apply this knowledge is really up to you since your circumstances are unique to you and your family.  No matter the circumstance, once you start you will be re-establishing control over your life and gaining more security for your family.  This will, in turn, increase your self-confidence and make you less vulnerable.

Fourth Principle - Awareness.  This is the single most important principle to learn and use.  Without awareness all the rest become useless because successful application of the remaining principles depend on being alert to the threat.  Awareness lets you detect a threat before the threat becomes critical or even before it becomes a threat.  

 You need to develop your ability to separate the normal from the abnormal.  This ability is what makes dogs such great security assets.  Dogs know what normal is better than any person.  If something is out of order in their world they will report it (barking) until the offending object is put back in its place.  One of the greatest of human weaknesses is the ability to move as if on automatic pilot.  Being aware helps us to switch off the autopilot and pay attention to what is going on around us.  It allows us to focus on what the real dangers are likely to be.

Fifth Principle - Anticipation. If you are aware, you will be better able to anticipate dangerous situations and developments.  Before the mission, the commander and his staff conducts exhaustive planning.  They gather intelligence reports, analyze the terrain, try to determine the caliber of the enemy, and try to predict the how the enemy will react to the actions of their forces.  To be successful you have to do more than just plan ahead.  You have to look for indicators and analyze possible outcomes of your actions.

  I was in the marketplace in Tabuk, Saudi Arabia when I noticed a crowd of people all moving in a single direction with a definite sense of purpose.  Not to be critical, but seeing Saudis move with purpose is rare and I was curious, so I followed.  It seemed the thing to do at the time.  Eventually, I found myself in a crowd outside the grand masque.  Seeing me in the crowd the Saudis began pushing me to the front.  As I got closer I could see the reason for the movement; it was execution day in Tabuk.  The Saudis just wanted to make sure the Westerner had a "front row seat."

  It is impossible to anticipate every possible outcome, much less accurately predict what the actual outcome will be.  If we could do that we all would have invested in Amazon last year!  But I learned a valuable lesson in Tabuk that day.  If you do not know where the crowd is going you might not want to join the parade!  Increasing your awareness and knowledge of security challenges and possibilities in your area will improved and refine your ability to anticipate problems.  Sometime we should listen to that small voice inside saying this may not be what it seems.

Sixth Principle - Avoidance. If you're aware of what's going on around you and use that awareness to anticipate problems, you can avoid getting into conflict.  That is not an example of cowardice, its simple common sense, and it's exactly what you should be doing.

  Reconnaissance forces from the OPFOR have very well defined objectives and, in most cases, making contact with the enemy is not one of the objectives.  Reconnaissance forces will often go to great lengths to avoid conflict.  When a patrol is confronted with an obstacle like a guard post or a gun emplacement, they're first reaction maybe to "box it."  That is, move around the obstacle by going 500 meters east, then north 500 meters, and then west 500 meters before resuming the route of march.  For reconnaissance forces getting involved in firefights is counter productive.  It delays or prevents the scouts from achieving their primary objectives.

  Since our objective is to keep criminals at arm's length, "boxing" around trouble may make sense to you as well.  To get involved in  a conflict is a waste of time and effort.  No mater where you are, you do not know how strong or how mad the opposition are, or what weapons they have and how willing they will be to use them.  Like OPFOR Recon, your first objective should be to avoid trouble, rather than meeting it head on, by anticipating possible developments and preparing effective solutions to counter them.

Seventh Principle - Self-reliance.  Special operations forces learn to be fully self reliant; they have to, they work at the extreme end of communication and are often isolated behind enemy lines.  Like special operations forces, the key to your security lies with you and no one else.

  In the neighborhood, German police make twice the number of checks of American communities as they do of their own.  Military Police cruisers make checks as part of their duty an as a service to the community.  In times of heighten THREATCON, soldiers from Hohenfels makes checks of our housing areas and communities both on and off the installation.  

  Still, we will not be able, except under the most extreme circumstances, to place soldiers in your communities as a permanent guard force.  A dedicated guard is not there all the time and they never will be.  As members of the community we must develop a sense of shared responsibility and look to our own security.  

  Everyone must come to realize that they are responsible for their own actions, their own life and in the end are accountable for their own security.  Treat military guards and emergency services for what they are - valued assistance, but not primary providers.  

  No matter if you live in Georgia or Germany, on the economy or in Government housing security in our communities is a matter where we have a great measure of control and input.  It is not a lot different here than anywhere else.  We all have a stake in making our communities better and more secure.

  If you have questions or concerns please addressing them with other members of the community, this office or the PMO.  We would really like to hear your ideas.  I do not live in Government housing.  Frankly, I need help in understanding your concerns and knowing where you need help.  Please let me know what your needs and concerns are; it is only through the exchange of ideas that we get better.     

Chapter 5 Security in the Home

  What are you protecting? This is the first and most important question that you must ask yourself.  In the material sense, the value of your possessions will dictate the extent of security you need.  There is a minimal level, however, no matter how humble your circumstances, your need for security goes beyond the material to include the safety of yourself and that of your family.  Let an insurance company secure your valuables.  Your personal safety and that of your family is infinitely more valuable than your property.

  Initially it is important that we go over some fundamentals that will help provide focus to our discussion later.  Our communities are not military bases and we should not think of them in those terms.  Our housing areas are not where married soldiers live, but where families, whose spouse happens to be in the military, live.  It is important for us to “demilitarize” the housing area.  

  The danger of maintaining a military mind set in housing is to let the tactical mind make security decisions for the housing area.  Soldiers will do this without thinking and that leads to some problems for the housing area and its residents.   Sometimes, in the face of a security warning, soldiers will approach security with a  “circle the wagons” and sent out the Calvary attitude.  Trouble is, we live in Germany and the commander has no jurisdiction off the installation.  Truth is, the commander couldn’t do this in the states either.  We must always remember that the protection of our communities falls to the host nation.  Certainly the command has a great deal of input and the Germans will do everything in their power to protect our interests.  After all, history has shown the Germans secure our communities very well.  

  The point I am getting around to is that in our communities you must take a large part of the responsibility for your own security.  We spoke about this in Chapter 4.  In our communities we have a security triumvirate.  First, the military component provides oversight, manning and liaison roles.  The military builds the program, tasks soldiers as the mission requires and coordinates support requirements with German authorities.  The host nation forms the second part of the triumvirate and provides security and protective services to our citizens as they do their own.  In truth, the Germans do more for us than they do for their own.  The final member of the triumvirate is you and your family.  The other members look to you for initial reporting and prevention activities.  We all look to you to make the program work and to build a level of security that will protect our communities.  You are the essential part of the program and the program will fail without your support.   

  When we look at security in our communities we need to view our communities as hives and not as bases.  Bees have to get the hive built first before they can go about the business of the hive.  We must attend to our security needs at home first before we can relax and enjoy our house as a home.  We also have to remember that you’re just not guarding against a deliberate attack or a terrorist action, but against theft, fire, and accidents as well.  Sometimes the more mundane security events get less attention, but they are the most likely security events that you will face.

  When you are planning your security, it is very important that your home remain a home; you still have to live in it.   With the regular scare stories in the press and all our concern over terrorist action it is very easy to overreact.  Embassies in Africa are bombed and we turn our installation into a fortress.

  There is a danger in taking security too far.  We do not want to make our homes so secure that we have trouble getting into them.  At work if I want to get into my vault I have to go through five locked doors.  That is great for a vault, but not for a home.  You don't want to make your home so safe that even you can't get out of it!  Statistically, you are far more likely to have a burglary or a fire than a terrorist incident.  Plan for the most likely course of action and have contingency plans for other potentials.  

First, assess the risk.  According to the insurance companies the greatest risks to yourself and your family are, in order of likelihood:

· Theft
· Fire
· Accidental Injury
· Personal Attack
  People often say "I've got nothing worth stealing," or " we left our good stuff in storage."  Truth is no matter where our "good stuff" is located we all have things worth protecting.  Otherwise why not leave your door open all the time?  Possessions such as family memorabilia, photographs and ornaments may have no commercial value, but they may have sentimental value beyond calculation.  They are irreplaceable and though they may not be taken in a break-in, they may well be damaged.

  Even if nothing is taken you still do not want people coming into your home uninvited, because of the traumatic effect it can have on you afterwards.  If you are insured, you can replace the television and the video, but the sanctity of your home will take far longer to regain.  

 What is the Threat?  In addition to personal factors, the level that you take your security measures depends on the dangers - the threat - in your community.  You would obviously need different levels of security living in a major American city than you do living in Parsberg or Velburg.  

  No matter where you live, criminals do not go around looking for the biggest challenge - the hardest house to break into, the toughest neighborhood in which to stage an attack.  Criminals are rational actors like the rest of us.  The benefits have to outweigh the risk.  If you make it easy, they will commit the act; it is as simple as that.  This is equally true for a common thief or for Bin Laden.  Yet if you do the job right you community will appear so unattractive to a burglar that you could leave the door open without being in danger of being robbed - not that I am recommending that you try it.

The Three Principles  To make your house and your community secure you must:

1. Create the impression that your house contains nothing worth stealing.

2. Make it impossible for a burglar to tell if your house is occupied or unoccupied.

3. Convince him that it is too difficult to commit a crime and be successful at it.

  The key to making this work for you is deception.  For centuries soldiers have recognized the importance of deception.  According to legend, after twenty years of siege the Greeks used the gift of a great wooden horse to gain entrance to Troy.  A real and more recent deception took place in England as the Allies were planning the invasion of Europe.  An entire imaginary army was created in eastern England with General Patton placed in command.  The army was thousands of empty tents, wooden trucks, empty supply depots and inflatable tanks.  I had a friend growing up whose father used to tell he "blew up tanks during the war."  Naturally, young boys would follow with questions concerning how he killed tanks.  At this point, he would say, "Now, I never said I killed tanks.  I said I blew up tanks.  You see these were rubber tanks and I used an airhose."

  While Mr. Sherman's exploits may not be the stuff of Private Ryan, they were successful in convincing the Germans that this was the true invasion force.  Try not to leave valuables in open view from outside windows.  If you have a garage use it completely, close the door and lock it.  Change the appearance of your home.  Make sure it has that "lived in now" look.  When you go on leave have someone pickup the mail.  Open and close you curtains and blinds everyday.  Turn lights on and off at varying intervals.  All of these actions give the appearance that someone is home.

Securing your perimeters and finding the weak points  Security starts at home, but you cannot form a full picture of your home's strengths and weaknesses from inside it.  You have to get up and go outside and look at your home as a criminal would see it to understand an appreciate the how vulnerable you really are to crime.  

  The idea of "thinking Red," seeing your position from the enemy's view is basic to defense planning in the military.  When a commander is building his defensive position he will go forward and look back at the position from the enemy's perspective.  Can he easily identify fighting positions?  Can he see his obstacles and can he locate his kill zones from telltale signs of defensive construction?  If so, he knows he still has more work to do.

  Statistics show that 95% of burglaries are opportunity-led: a flimsy door, an open window, a garage with tools and bikes left unsecured, a key left hidden outside - the same old things that you read about in the local newspaper time after time.  We do not have to worry about "super burglars" breaking into houses just to steal video recorders that they could have bought downtown for 300DMs.  Opportunists steal video recorder not real criminals.  

  Assess your Home.  To spot criminal opportunities you are offering at home and to assess your security problems accurately, you must first try to put yourself in the criminal's shoes.  The criminal stands outside your house and you must do the same.  Look at your house from the edge of your property and ask yourself the same three questions that a criminal will immediately ask himself:

1.  Is this house occupied?

2.  Is this house difficult to break into?

3.  Is there anything in this house worth stealing?
  Go all round the property and also look at the neighboring houses on both sides and the back.  Work your way around methodically from the perimeter toward your house looking for obstacles and opportunities.  Keep asking yourself the questions the burglar will be asking:

1.  Are the neighboring houses occupied?
2.  Do the windows of the neighboring houses overlook the property?
3.  Is there a fence and is it easy to scale?
4.  Can I access the house with the help of a neighbor?
5.  Is there a dog?
6.  Are there outside lights?
7.  Are there alarms?
  As well as things that make it hard for a criminal look for the things that make it easy for him.

1.  Does he have a covered approach to the house in the dark?

2.  Is the back of the house dark? Could someone stand behind it unseen?

3.  Are there windows that I could use to gain access?

4.  Is there a key hidden outside?

5.  Are there ladders lying around that I could use to gain access to upper stories?

6.  Is there a peephole or opening in the door that could be used to identify me?

7.  Does a porch have an overhang, or does vegetation hide the door?

    Don't be hampered by one-sided attitudes or conditioning.  You have to avoid the "inside the fort" attitude.  You need to avoid being reactive and be proactive.  Think outside the circle, take the time and make the effort to think of things from a different perspective.  By looking at you home from the criminal's perspective you will be better able to find chinks in the armor and repair them.  Doing the simple things that increase your security will act as a psychological barrier to criminals and terrorists.  The more danger areas the criminal has to cross, the less likely he will be to persevere.  

Surveillance  Before every military operation there is a period of surveillance.  Depending on the size of the target the commander will establish one or more OPs (Observations Posts) in a safe, secure position commanding a view of the target.  The observers will stay in place for a few hours, days or even weeks; some terrorist groups are known to have carried out surveillance on a target for as much as three months.  The observers will assess the number of soldiers defending the target, their discipline, weaponry and degree of alertness.  The observer will record the number of times when the guard is changed and whether their ability is impaired at night or during periods of limited visibility and even when they take their meals and breaks.  

  An enemy might choose to probe our defense to verify information or answer specific questions or to test our reaction.  Having gathered all the information the criminal will go back to a safe area and create a mock-up target and practice attacking it.  When the enemy has all the information they need to hit the target they will finalize the plan and make sure all the logistics are on hand to support the operation.  From the surveillance the criminal makes decisions that direct the attack at a point they have found weak and at a time when they know you are weakest.  The criminal improves his chances of success and builds his power by attacking your weakness.

  Not all criminals will be as painstaking as this in attacking you or your property, but some will be this good, this professional, and this determined.  There is a great deal of difference between a pickpocket in a tourist area and a professional terrorist.  What is essential for you to remember is that you are in Europe and you share this continent, this country will both extremes.  The initial impression created by yourself and your houses is absolutely critical and even the best criminals and terrorists can be fooled or dissuaded by first impressions.    

  Dogs  A barking dog is another line of defense around you because the dog will deter intruders before they reach the house.  A barking dog has the ability to discourage criminals and terrorists because the dog denies the opportunity to conduct surveillance.  Time and again intruders may try to get a closer look at a possible target only to be turned away when the dog gives tongue.  Dogs make it very hard for an intruder to gain the information they need to conduct the crime.

  A dog costs a lot less than a security system and they become a trusted and valued member of the family.  A dog is, in fact, one of the best security devices that you can have in the house, provided that the dog is big enough to deter, but not so vicious that it threatens your family.  A small dog like a poodle or a spaniel is not of much use for security, but a larger dog who will bark at the right times is a real deterrent.  You can increase the deterrent value of the dog by talking him up in the neighborhood, or at least not discouraging any rumors that you dog will defend his territory.

  I have owned a number of dogs, but the best I ever owned was a Doberman.  He was clean, highly intelligence, and a fierce looking creature.  In reality he would not bite a biscuit, but his appearance would never give that reality away.  He was very quick to establish his dominance with other dogs in the neighborhood.  Folks asking for directions to my house were often told to stay in the car because I have a “wild dog.”  Of course this has a downside you have to be aware of as well.  You cannot let your dog run wild, become too intimidating or threatening to others who live in the neighborhood.  

  Don’t misunderstand me here.  I am not trying to get all of you to run out and buy big dogs.  I am not a breeder; I do not have anything to gain in pushing the security value of dogs.  Some people should not have a dog.  Dogs pose a number of potential problems and require a great deal of care.  If you live in an apartment a dog will pose problems.  They will inhibit your travel plans and make you more sedentary that you might want to be at this time of life.  Dogs are great for security.  You may just want to keep that in mind for later reference.

  Garages and Outbuildings.  True, garages and out building may not be a large part of your life in Germany.  Most of our quarters do not have them, but some do and I hope that you will keep this handbook for later use so lets talk a little about them anyway.

  As you look at your property from the criminal’s view ask yourself if an intruder could gain access to your house through the garage.  People often secure their houses, but forget their garages.  If the garage has a connecting door to the house, once the intruder gets into the garage, they have plenty of time and concealment to force their way into the house.  They also have plenty of tools at hand.  Criminals do carry a bag of tool with them to get into your house.  The vast majorities of criminals do not have the tools and are not skilled enough to “pick the lock.”  If they get into the garage or the tool shed they will use your own tools to break into the house.  

  The garage should be as secure as the house.  You need to keep in mind that, in most cases garage door locks are pretty poorly constructed and are not the same standard as those on your house.  If you can secure the garage from the inside the addition of a dead bolt lock will add greatly to your security.  

  If we have a garage here, most will not be connected to the house.  In this situation you still need to be concerned about the security of your property.  If the garage has a door, close and lock it.  Your license plate will attract attention.  Car theft and vandalism are not a great problem here, but you don’t want to be the first to be victimized.  Placing a bomb on a car is a favorite terrorist technique.  Taking the necessary precautions to restrict access to your car will help keep intruders away.

  Doors  Good locks are an essential requirement, but keep a sense of proportion about the securing your doors.  The best locks in the world will only secure you door if you use them.  In our stairwell quarters the exterior door is the only high security door in the stairwell, yet this door will often remain open and unlocked.  It maybe inconvenient with kids or when you are bring the groceries up stairs, but leaving your high security door unlocked is an open invitation to intruders and crime.

  When you consider the security of your door consider not just the door, but also the doorframe.  A thousand-dollar door placed in a weak frame will not do you a lot of good.  Make sure to consider the door as a system that includes the frame, hinges, locking devices and the door itself.

  Use the peephole in the door to identify someone outside.  Try to avoid opening the door to someone you do not know.  If you do open the door to identify the person make sure you have a chain-locking device on the door.  This device is a must if you do not have a peephole.  Have a light on the door stoop and use it when opening the door.  In most cases this will be connected to a motion sensor and will come on automatically.  Remember, shadows, darkness and poor visibility are all “combat multipliers” to the attacker.

  Often I hear people complain that the locks on their doors are very easy to open with just a credit card or an identification card.  These complaints come from folks who live in stairwells and remember the high security door in the stairwell is the exterior door.  In the stairwell, no one should just “appear” in front of your door.  If they do then you have a larger security problem than just the locks on your door.

  If you do feel that your locks are not sufficient you can contact DPW and get additional locks for your quarters.  In you live on the German economy you can ask your landlord or have housing ask for additional locks.  Deadbolt locks are best, but a chain lock will add delay time and increase security of the standard door.  Make sure that you do not sight locks close to one another or near a window in the door.  Placing them farther apart will increase the overall security of the door.  Keeping the locks away from a window will keep the criminal from just breaking the glass to gain access.  By the time you hear the glass break the intruder is already in the house.

  Windows  There is little use in securing your doors if you do not do the same for the windows.  No matter if the window is on the upper or lower floor, the window needs to have a locking device installed and used.  

  We all leave windows open every day to allow the house to breathe and to get fresh air in the home.  I always make the joke about our German neighbors that it is easy to identify the bedrooms, they will be the ones with the windows open on the coldest days of the year!  

  One window, usually the bathroom, is left open every day in most houses.  This is normally a small window and you may feel better about leaving a small window open knowing that a man could not fit through the opening.  But could an eight or ten-year child fit through the opening?  Criminals sometimes use children in their crimes.  The child can get into those small places and then go downstairs and open the door for the adults.  Additionally, the child provides good cover to the criminal.  You are less likely to suspect a stranger in the neighborhood with a child.  You don’t have to become paranoid, but consider all the possibilities when assessing avenues of approach to your home.  By doing that you will make a better, more informed judgement on how best to security your home.

  Keys  The best door and window locks in the world will not be of the slightest use to you if you fail to retain control of your keys.  People leave their keys in cracks and under flowerpots or rocks in the yard so other family members can find them or in that off change that you lock yourself out of the apartment.   I had a friend once who left the keys to his stairwell apartment under a stone, next to the window at the back of the building.  He did this because the apartment doors in the stairwell locked when they closed.  After being locked out on a couple of occasions he decided to hide the key under the rock.

  Car keys are another desirable target and are normally always 

         Kept in the same place – in the kitchen, either on the dresser, the table or hanging on a hook.  People are creatures of habit.  Your habits and routine may prove damaging to you.  Criminals may not know the specifics – exactly where the keys are kept – but they know enough about human nature to know exactly where to look.  The best place for keys is in your pocket or in your purse, but if you must leave them somewhere else at least leave them out of sight.  The longer a person has to search for your keys, the longer you will be able to keep that new BMW, Volvo, Saab, etc…

  If you hide your keys under a rock or hanging next to the door, you are no longer in control of your keys.  Criminals know that people hide keys outside and they know where to look for keys inside.  Why lose control of your keys and take a needless chance when you really do not have to? The rare inconvenienced of having to find your keys is better than a burglary or car theft and trying to explain how the criminal gained access to your home or your car to the insurance company. 

  Psychological Barriers Your security is not solely dictated by what’s on the outside of your house.  As well as making your home as physically secure as possible, you must try to create the impression that the house is never unoccupied and doesn’t have anything of particular value.  If you are trying too hard to impress the neighbors, you will be impressing burglars as well.

    I really like the way Germans build their houses.  From the outside they don’t really look that impressive.  Why should they, you live on the inside and that is where they focus their efforts.  Make the effort to place valuables out of window line of sight.  Positioning furniture so that a bureau holding the family silver and crystal where they can be seen from the outside is practically an invitation to a theft.  

  Remove the opportunity by not allowing people to see that you have something worth stealing.  Move attractive items out of the line of sight and use curtains that help distort or restrict the view inside the house.  

  Curtains are an effective means of deterring surveillance and of keeping criminal guessing if you are home or not.  Moving the curtains daily and turning light on and off can keep criminals off guard and create just enough doubt to divert their attention to another home.

  Alarms  Some folks really love their cars.  They spend a lot of money on alarm systems that really do very little good.  The only thing that house and car alarms do is alert some people, somewhere, that something is going on, but the alarms go off so often that no one bats an eye any more.  Unless there is an immediate response to an alarm, the alarm is just a waste of time and money; all you have is noise.  Just think of all the times you walk by cars in the parking lot at the mall only to be barked at by the car alarm.  How many folks noticed the alarm or really cared about it?  Save your money.

  However the same cannot be said for smoke alarms.  Smoke detectors are far more important than burglar alarms.  Smoke alarms can be a pain in the neck, but they can save your home and the lives of every member of your family.  Smoke detectors are absolutely essential. Make sure they are service and in good working condition.  Do not take the batteries out because of a small accident and fail to put the alarm back in working order.  Of all security gadgets and devices, the smoke detector may be the one you need the most.

  Signaling you intention  When your house is going to be unoccupied for any length of time, whether you are out for a night, away for the weekend or holiday, it is important that you take some further precautions.  The things that advertise your presence when you are at home – the car in the drive, the curtains opening or closing – can be valuable deterrent.  Your presence in the house will deter most criminals.

  What you want to make sure that you do is not broadcast the fact that you are not at home.  Don’t leave notes on the mailbox telling the postman that you will be out of town for a few days.  By the same token do leave and allow the mail to accumulate outside the box.  No one would be so stupid as to leave their TV, stereo, computer or other valuable in a heap in the lawn while they are away.  Letting the mail accumulate in the box sends much the same message to the criminal.  

  People tend to leave lights on in their house when they are away, but this can be a signal that can easily be read by criminals.  If there is a defined pattern, always leaving the door or hallway light on when you leave can tell a criminal that you are gone as well as leaving a note.

  When you go away for a time make sure that your neighbors know your schedule and ask someone to watch your place.  Have someone change the appearance of your home either by turning on and off light in the house and opening and closing curtains.  It might be a bit of a bother, but maintaining the deception could go along way in keeping criminals away.

  Remaining in control  Even though you have secured your house and you have put plans in place when you are away, you still have to remain in control when someone comes across the threshold.  There is no point in making the place burglar proof if you let a criminal or a terrorist in through the front door.

  Don’t go on appearances.  Just weeks prior to the kidnapping of BG Dozier the terrorist twice gained access to his apartment.  How?  By knocking on the door and asking to come in.  The first time the terrorist said they were from DPW and that there had been a problem with the plumbing in the upper apartment and they needed to check for ceiling damage.  “Sure, come on in!”  The second time a woman appears and said she was conducting a survey, “mind if I ask you some questions?”  “ Not at all, come on in!”  

  If you are unsure about anyone, keep them on the other side of the peephole or the other side of the chain.  Don’t let anyone in your home that you are not sure about.  Adopt the attitude exemplified in a story told by a member of the British Special Air Service (SAS).

  It seems that an old lady was confronted by a group of SAS paratroopers, who had gone slightly astray during a night drop.  The group had landed safely, but could not figure out where they were.  They went to a nearby house and rang the bell.  The old lady answered the door, taking a step back as she took in the sight of a line of black clan men, each with a light shining from his helmet.

  “Excuse me, Madam,” the group leader said, “could you possibly tell us where we are?”

“Earth,” the old lady replied, slamming and bolting the door.

  Check the ID  You all know that the person checking you ID cards at the gate must check both the front and the back of the ID card.  I know you know this because so many of you have approached me on the treadmill to tell me that the guard did not check both sides of your card this morning.  The same check goes for you in your home.  You really need to check the ID of anyone who comes in your home to perform any sort of service.  

  The Red Brigade kidnapped BG Dozier in 1982.  Two weeks prior to the attack the terrorists had been in the Dozier's quarters.  The terrorists pretended to be from DPW checking on water damage from a broken pipe in the apartment above.  The Doziers allowed terrorist in their home because they thought they were from DPW.  

  You can easily overcome these sorts of scams at your doorstep.  If someone turns up, even in a police or MP uniform, don’t let them in until you have checked their ID.  Keep the door locked and the person on the other side of the chain until you have made the check.  

  It will help to have a list of numbers by your phone so you can make the check without having to look up the number as well.  You might be a bit excited and this simple step will be a great help to you.  If the person is genuine, they will not mind waiting.  They will probably complement you on being safe.  If the person gives you a problem about being left outside until you complete the check that is not a good sign.  All the more reason to leave them on the other side of the door.

    Neighborhood Watch  As a final note lets consider the Neighborhood Watch program.  Everyone would like to make their own house the most secure in the area, but the best way to do that is to extend the zone of security to include the whole community.  By getting the whole neighborhood involved we have expanded our coverage and added literally scores of eyes to our security effort.  We have made the community a very unattractive place for criminals.  

  If neighborhood watch programs have a fault it is that they are too passive.  They tend to rely on outside agencies and sources to get them working and keep them on course.  In building the Commander’s Overwatch in Neighborhood (COIN) program we have tried to make the program less passive by having someone in the neighborhood “on the job” supporting the program and providing feedback from the community.  We are trying to get this program up, active, and in operation before we have a problem in hopes of decreasing the opportunities for problems.  

  I grew up on a dairy farm located in the foothills of the Great Smokies Mountains of Tennessee.  Sometimes we would have bears come down from the mountains looking to forage in our fields.  Normally one thinks of a bear, even a black bear, as being a fearless and daunting figure.  That is not how a herd of dairy cattle see the bear.  As the bear made his appearance in the field the herd would note his movement and then the whole herd would begin an advance toward the bear.  Recognizing a hundred plus cows coming his way the bear would give ground and then seek the cover and safety of the mountains.

  Members of a community can be equally as effective.  If the whole community is aware of the threat and faces the problems of securing the neighborhood rather than running away or minding their own business, the bears can be driven off.  The absolute key to the problem is community involvement.  Soldiers, police and fire departments do not and cannot secure your community.  Only you and the efforts of your neighbors can have any real measure of proactive success in that mission.  Emergency service is there to respond after an incident.  We want to prevent the incident from every happening and the best way we can do that is make our communities unattractive to criminals.  Take the points brought out in this chapter to heart and look at way you can implement them into your home and family.  After all, what have you got to lose?

Chapter 6 Security in the Street

Introduction  The same basic principles apply to security in the street as in the home.  You must restrict the criminal's opportunity as much as possible and curtail his ability to take advantage of those opportunities that cannot be removed altogether.  You don't leave your doors and windows open when you go out and, similarly, you must not put your most valuable items - yourself and your family - in a vulnerable position on the street.

  Awareness  The perception of crime and the terrorist threat is always greater than the reality.  There are a lot of places where it is perfectly safe to walk and travel and just a few where it is truly risky.  The key is to know which areas are risky and when to change the way you approach the area and when to avoid the area altogether.  Plan ahead, search out information and learn to be aware of your surroundings, anticipate dangerous developments, avoid trouble where possible and always have another option available.

  A few years ago I took a vacation to Turkey with a German girlfriend.  Absolutely wonderful place; we spent the morning in ancient Greek Temples and Roman ampitheathers and the afternoons in the Mediterranean.  My girlfriend wanted to visit the city of Koyna some distance inland from our seaside resort.  On the map it looked like about a 2-inch drive across the Tanus Mountains, no problem.  Of course it was a 1:500,000-scale map and the Tanus Mountains rise to 16,000 feet.  Lack of prior planning always insures poor performance.

  This is eastern Turkey and the rugged terrain of the Tanus Mountains provide and ideal home to members of the Kurdish Workers Party, the terrorist group PKK.  I know this, after all, I was the intelligence officer.  What could go wrong?  It was those years of intelligence training that immediately told me those two guys with rifles standing in the road just beyond this hairpin turn could be an indicator of possible trouble for the Western tourist. 

  Our Turkish friends had planned their location perfectly.  They stopped our vehicle on a narrow, isolated mountain road with a 300-foot cliff on one side and a mountain face on the other.  Knowing that the PKK sometimes take tourists hostage, I immediately begin to ask myself just how much I really cared for my girlfriend.  After all, this was her idea.

  The Turks first ask for cigarettes, finding none they ended the small talk and ask for money.  The only smart thing I did that day was put the majority of my cash in my shoe.  I left enough in my wallet to be believable and the Turks took that without hesitation.  Next, they ask for the Bon Jovi tape playing in the car.  Not being a big fan, I handed that over immediately.  Having satisfied they're immediate needs that let us go.  I was relieved and more than a bit surprised, they could have gotten a lot of camels for my blonde German girlfriend.

  I have no excuse for being this stupid. I knew I was in a dangerous area.  I knew that I was taking a risk to leave the relative security of the coast and push into the mountains. In a lot of ways I had it coming and by all rights it would have been my own fault if I had died that day in the Tanus Mountains.  

  People get caught when they leave their normal, safe, known routine of life.  At home you know where it is safe the walk and where you feel unhindered, even at night.  The danger comes when you go outside of your area, a new town, a new country, unfamiliar streets, unfamiliar language and customs - anywhere you feel vulnerable.  

  You don't want to become paranoid, either walking around in a suit of armor or never going anywhere, but you must calculate the dangers and adopt sensible precautions.  The idea that parents take their children to vacation in Yemen is unthinkable.  Being aware of your surroundings is a serious matter and one that you have to consider especially when your family is involved.  You can't make this too complicated.  It is too important to be cluttered with anything that could detract from your ability to do the job right.  As a child you learned to look both ways before you cross a street.  Simple, easy to remember and a rule that becomes part of life.  By keeping things simple, by remember a few rules and making them part of your lifestyle we can see trouble before we become part of it.

  Very few things happen on the street which aren’t detectable in advance, but if you are not aware, you will not see the danger signals.  Soldiers are trained to look beyond the edge of cover.  The soldier looks through shadows and dark areas rather than simply looking at them.  He has too, that is where the enemy will be, not out in the open.  

  As we move, the edge of cover may be the entrance to an alley or a dark parking lot.  When you are away from home don’t just look to the edge of cover.  Look beyond it, past the nearest people or the closest street.  The danger may be there and you will want to have time to react before you reach the person or the area.  Try to pick out those who maybe a threat or those places where you may be vulnerable.

  Any attacker or criminal will be conspicuous at times.  Instead of ignoring what people about you are doing, as we all have done in the past, try to make yourself more aware of them and what is going on around you.  It is almost predictable that after a street crime the police will ask people, “Did you see anything?”  The routine response is, “Well, I thought the person was a bit odd, but…”  In most cases, it will be too late.  You must see the triggers and say to yourself, “That’s odd, why is he standing there holding that knife?”  Only then will you retain control of the situation.  Only then will you be in a position to change the situation.  

  Project Confidence  The way that you present yourself on the street is vital.  For example, there are three speeds that people walk on the street.  We have all seen them and, at times, they have annoyed us all.  There is the brisk walk of a person on his way to work.  You know the type, places to go, people to see, etc.  Then there is the normal speed of shoppers moving between shops.  Not really in a rush, but wanting to take care of business and get home.  Finally, there is the painfully slow pace of the tourists out to see all the sights.  You see these folks in Regensburg all the time.  They seem determined to soak up the history from every cobblestone on the street.

  If you look nervous as you move about you will project this to those who watch you.  Criminals look for those on the street who appear to be travelling alone and who look nervous or a bit distracted.  If you look vulnerable, you probably are vulnerable.  If you are traveling alone and you feel a bit nervous or threatened you can walk beside someone or close to someone.  In most cases they will not really notice and to anyone watching will assume that you are traveling together.  

  Even if you are a bit nervous project the air of confidence.  Hold your head up and step out like you are on parade.  Walk purposefully when you are walking alone, especially at night.  A woman is at must less at risk if she looks confident and in control than if she’s moving slowly and uncertainly.  If you look like an easy target you will be approached.  If you look like someone who might be unpredictable or hard to deal with the criminal will wait for the next person to come along.  The criminal knows he will not have to wait long.  Most people are sheep and all he has to do is be patience, his victim will be along directly.

  Clothing  The way that you dress is just as important as the way that you project yourself.  Sometimes a simple modification of clothing may be enough to remove a threat.  You don’t have to wear a police uniform, but take a lesson from New Yorkers and dress down to deter.  If you are going somewhere and there may be a chance of mugging or attack, dress down to reduce the risk – wear flat shoes, trousers and loose clothing.

  You really don’t want to stand out in a crowd and by dressing down you are better equipped to escape should there be trouble.  Leave the power outfit at home, or change into it when you get to your destination.  Don’t wear the Rolex or the diamond.  This maybe hard for some ladies to do; that engagement ring is very important to you.  For that reason alone it is best sometimes to leave the ring at home.  Just as in the house, you do not put your valuables in the front window; if you do, guarantee someone will steal them. 

  Think of policemen in the states.  They wear a variety of uniforms in an effort to present an indistinct appearance.  Raiding a “moonshine still” in the Tennessee hills they will wear BDUs like soldiers.  Dealing with “white collar crime” in the city they will wear a suit and tie.  Working with bikers they will have on tee shirts and jeans.  Adopt the same principle of protective camouflage when you are out on the streets.  Wear clothes that will help and not hinder you.  

  A woman going out with her friends for an evening would be better off wearing flat shoes and carrying the heels with her.  The heels attract attention by their noise on the payment.  People will notice you and folks will know that you are coming even without seeing you.  The heel will telegraph your approach for many feet away.  If you have to make an escape you have no chance in heels.

  We have all seen the AFN commercial telling the importance of “blending in” with the locals (Remember the scene from "My Cousin Vinnie").  I have lived here for a decade and I have never been able to get AFN, nor have I been able to effectively "blend."  Even if the approach is a bit amateur at times, the heart of the message is good.  As Americans we need to make the effort to not standout everywhere we go.

  We have a number of uniforms that include many civilian variants.  If you see someone wearing gym clothes in public 90% of the time you have found an American.  Sweatshirts with distinctive American logos are another American alert.  Sure, I have seen Germans wearing “Yankees” baseball caps, but they are the wrong colors!  We will never be able to fully “blend,” but making the effort not the draw needless attention to yourself will pay dividends not only by making you less of a target, but by giving you more unfettered access to the community.  

  The Arm’s Length Principle  Use the street to help protect you.  At night avoid poorly lit streets and alleyways and always walk facing the traffic.  If you can’t see the cars coming up behind you, you have no control and are creating an opportunity for a thief.  If one side of the street has doorways and the other does not, take the side with the doorways.  In an emergency you will have a place you can use to take refuge.  

  If there is a wall, walking close to it will reduce the chances of an attack from that side, because the wall will protect you and you have take one approach away.  As you approach a corner, alley or driveway veer out away from the wall to give yourself that essential arm’s length distance from anyone hiding round the corner.  

  With as much rain as we get in Germany you will carry an umbrella here more than you probably ever did in the states.  The small compact umbrellas are convenient and popular, but the standard size will give you a tool that will increase your standoff from an attacker.  Additionally the tip can be a weapon if you need one.  While the smaller umbrella might help, it will not be as good as the old standard.

  If you are in a crowd, whether it’s a subway, a train, a store sale or a soccer match, it is very important that you keep your valuables tucked away and not immediately visible.  Keep your handbag and packages away from people that you meet.  Make them reach for the prize, not just walk by and take it.  If you have a shoulder purse, carry it with the strap across your body and the bag near the wall.  Keep you hand on the bag as you walk.  With all these deterrents in place you will present a very unattractive target to any criminal on the street.  

  Plan your route  Always plan your route.  Know where you are and where you are going.  Never walk blindly anywhere, particularly when you are not on your home turf.  That is precisely how German tourists in the states get killed.  Tourists sometimes have a way of going places that locals would never dare to tread.  Even if your are walking in places that are familiar to you, the area will change at different hours of the day; a safe route in daylight when there are a lot of people around may be very different at night.  

  People often take short cuts, maybe you walk across a park or down an alley to cut time and distance off your journey.  If you feel uncomfortable about taking a shortcut, maybe you should take the long way.  Fear is a human emotion with a meaning and purpose - self-preservation.  Thousands of years of evolution have proven that this instinct is valued and should be listen too.  

  Soldiers are all familiar with danger areas.  Points, places along the route of march that could expose you to enemy action.  Instinct and training take over as the soldier halts and makes a plan that will see him safely across the area.  The advantage the soldier has over you is that he has studied his route before the march.  He identified the danger area and he has a plan to avoid the danger.  

  I am not suggesting that you do a mission brief and a full mission rehearsal before you go shopping, but you can do a quick mental trip before you set out.  Plan your route as you walk and drive.  Be aware of what is happening around you.  Why pass that car in the fog when it will only make a difference of a minute in getting to work.  Is that minute worth your life or health? Why go into that section of town, why walk down the street that has a protest at the other end?  Try to avoid placing yourself in a position where you have no control.  Especially, try not to do this voluntarily.  Simple mental planning (thinking) will keep you in control and allow you to retain the choice in your safety and security.  If you are not confident in an area or a situation don't put yourself in the situation.  You may dream of being "James Bond," but remember first, Bond has the advantage of SAS training and, most importantly, he is a fictional character.  The world and situations you have to deal with all too real.

  Street Travel  Taxis are a great way to move about a city that you are new to and to get you out of a tight spot.  They may be a bit expensive sometimes, but you can normally depend on their service and security.  In unsecured areas taxis are often used instead of limos to move VIPs.  The limo will attract a lot of attention the cab will travel virtually invisible to the crowd.  The "black cabs" of London and the "Yellow cabs" of New York have a great reputation of service and dependability.  

  The thing to remember about cabs is to use only those from a reputable service.  Avoid the minicab companies like the plague.  There is very little control and you are much more vulnerable to attack.  If you are traveling, ask the person at the hotel how to recommend a cab company or describe what to look for in a cab.  A simple question here could help you avoid trouble later.  Some of the closest near-death experiences I have had have been in the back seat of some third world taxicab.  

  The safety of public transportation varies dramatically in different areas and at different times of the day.  Commuter trains and subways are great ways for getting around a city during the day, but a night the character of the trains do change.  If you use them at night know where you are going, don't pick unmanned stations and don't leave the platform.  

  If you walk down the platform and find that there is no one there except you and a couple of healthy, casually dressed guys keep moving to the nearest exit and get out on the street.  If there are other people there stand in the light near them; select the ones in the crowd that look like the least threat to you. 

  Similarly, pick your seat on the train.  Don't sit alone find a group of people and sit near them.  Note how others are looking at you.  Is anyone paying you a bit more attention that you would like?  After you exit take a quick look to see who got off the train with you.  Noticing could cause adversary to back off and serve as an early warning indicator to you.  

  If the situation at the station or on the train really scares you, there are a number of things that you can do to get some help.  First, you can wait and get off at the next station.  If things look grim where you are at, wait and see what the next stop looks like.  You could also seek out the guard or the conductor and express you concern to him.  He can call ahead and have a policeman at the next stop if you feel you need one.  Finally, you could go to the bathroom and use the distress alarm.  This will put you in a locked room with help on the way.

  If you are on a bus try to stay close to the driver.  Take a seat near the window that will let you have a look at the conditions at the stop before you just jump into the middle of a situation.  If the bus has an upper deck there will be a real temptation to use it for the novelty.  Try to avoid the curiosity.  In most cases you are out of sight out of mind with the driver.  In addition, it is more difficult to check the conditions of the stop.    

  Giveaways  If you should be confronted it is a good idea to have something that you are willing to give up.  Try to keep your valuables in a safe place and not always in your wallet or your purse.  You may not want to take the trouble or the time to do this on a daily basis and, in truth, you may not need to, but when you travel consider taking this option.  

  At best a criminal will not take the time to really examine what you give him on the scene.  He will take the wallet and run.  By the time he discovers no credit cards and a small amount of cash you are in a safe area.  However, if your genuine bag or wallet is stolen, you need to consider changing your locks, because the thief has most certainly has something that has an address on it.

  Vulnerable Groups  Certain groups are more vulnerable to street crime than others.  Women, children and the elderly are most vulnerable to attack.  Certain occupations also have a higher degree of risk associated with them.  Certainly soldiers have a greater risk than some, but even Rangers are less at risk than a police patrolman in a major US city.  We will take a look at the largest vulnerable groups, but keep in mind that these are generalities.  What is real for you is based on experience and situation, but don't dismiss this out of hand.

  Women  The threat of rape is, understandably, a particular worry to many women no matter how confident or self assured the woman may be.  Beyond the scope of violent crime, women are more likely to be victimized by criminals than men.  Muggers do not pick ion someone larger and stronger than they are.        Obviously the best solution is to plan, identify and avoid problems before you encounter them, but that is not always possible.  

  In a criminal situation remember your safety first.  If you can run, get distance and keep distance between you and the attacker.  If that fails or is not possible try to avoid injury and look for an opportunity to escape or seek safe haven.  In most cases there will be a time when the attacker becomes vulnerable, but to recognize and take advantage of that opening you must remain calm and try to maintain a clear presence of mind.  

  I know that sounds sexist, but it is not meant too.  Keeping your wits about you is an essential for anyone in a criminal or emergency situation.  You may have to make decisions quickly and these are really important decisions so you need to make the best choice you can.  In the end only you will be able to decide how you want to handle the situation.  The situation becomes more complicated if more than one attacker is involved.  Even if you are trained and experienced in self-defense techniques, this is not a gym and the person you are dealing with is not going to pull a punch or fight by the rules.  All issues point to the importance of remaining aware, anticipating problems, and practicing avoidance. 

  Children  I am certainly no expert here.  I do not have kids and though I can appreciate parental concern I know I can not fully understand or know how a parent feels.  What I can do is speak in general terms and go over some general threats that children do encounter.  Being small, trusting and weak, children are sometimes the targets of criminals.  If there is a bright side to this scenario, of the vulnerable groups mentioned, children are the least likely to become a victim of crime.    

  You cannot provide 100 percent protection for children and you wouldn't want to even if you could.  Children have to learn from experience and to do that they have to experience life warts and all.   Of course, we all want the warts that children experience to be ones that we know about and ones that will be harmless.  Just as you do for yourself, when you look to the security of a child you have to consider the factors involved, the potential risks and suitable precautions. 

  In the military soldiers' train in a crawl, walk run cycle.  The Army builds soldier proficiency through a gradual process of individual and team training.  The military does not just send a soldier out and hope for the best.  With seniority and proven proficiency supervision gradually trails off and soldiers operate on their own or as part of a high functioning team.

  Your children go through the same process over a greater length on time.  The hard part for the parent is to be able to blend the care and concern for the child with the child's need to play and experience life on their own.  You want to protect your child, but you do not want to shelter your child.

  In trying to find balance first try to make a realistic assessment of the dangers facing your child and then isolate the ones that really concern you.  These are the concerns that your child will not receive a second chance from.  Kids will get cuts, scrapes, bangs and even fractures - that is part of growing up - but the things that you are really concerned about are sexual assault, abduction and assault.

  There are really very limited times that your child can become a victim: when they are alone or when they are isolated are the major times when a child can be victimized.  Try to ensure that these times do not occur.  By doing this you will be reducing a criminal's opportunity.  

  This does not mean that you have to be with your child all the time, breathing down their neck.  It does mean that there is an adult supervising them, or that the size of the group of children and the location remove some opportunity and restrict the ability of any potential attacker.  

  Try to educate your child in the rules of safety without making them paranoid or fearful of others.  It is not always easy to explain to a child why in some circumstances they can play with children, while in others they cannot. For children the rules of awareness, anticipation, and avoidance are the same as for adults.  Make sure they understand these concepts (adjusting discussion to the age of the child) and make sure they understand how to react to strangers and where there are safe havens in the local area.  It may not be easy, but your peace of mind requires that you make the effort.

  The elderly  The elderly are the most vulnerable group of all, often unable to physically defend themselves or run away.  Some criminals are even willing to attack an eight or ninety year old person.  Remember what we said about a criminal attacking someone who is weaker and an easy target.  The elderly meet that description perfectly.   

  Not to beat a dead horse, but once again awareness, anticipation and avoidance are needed.  The elderly should be aware that there is a risk, but sometimes you need to make sure they understand the full dimensions of the risk and that they understand how to cope with risk.  

  Taking trips to the mailbox or the bank to deposit pension payments should be completed avoided, as well as, keeping large or moderate amounts of money at home.  The elderly should make full use of electronic deposit and electronic shopping aids that help reduce their need for cash.  If they do not understand how to use the system they need to be trained.  They are old, not stupid.

  It is important that the elderly person have someone to walk with him or her and not to go places alone.  This has to be tempered based on location of course, but under no circumstance should an elderly person travel alone in a high-risk area.  Having an organized watch program in the neighborhood and alert policemen that an elderly person lives here alone will all help.  My brother is a rural mail carrier back in Tennessee and he is the only person who sees some of the elderly folks who live on his route daily.  His mail deliveries help increase their sense of security since they know he will be around to check six days a week.   

  Encourage an elderly person to use a walking stick.  Many will not out of pride.  The walking stick will provide added balance and support when walking, but it will also provide a limited deterrent.  It will help keep someone at arm's length for a very moments and it might help prevent some attacks.  I don't see an elderly person using the cane to effectively beat someone off and that should not be the point.  The cane just acts to alert potential criminals and the "good guys" on the street as well.  Hopefully the attacker will see a person with a weapon and the "good guy" will see a person who might be able to use some help.

  Summary  Be aware of your environment and the way circumstances change from one environment to another.  Anticipate dangerous situation and take steps to avoid them.  Don't walk through all areas in the same nonchalant manner as you would in your usual surroundings.  Don't walk at random, don’t leave a safe area to go into an unsafe area, and as you are walking along, whether the route is strange or familiar, identify safe havens, so that if you are threatened, you can run. 
Chapter 7 Security in the Car

  Introduction  Secure the car as an extension of your home and try to create the same impression in the car as you do in your house or on foot, so that you do not stand out in the crowd.  It is important to remember that we live in a country where a Mercedes is a taxicab and a Jeep Cherokee is a status symbol.  Many American cars that would not get the slightest notice in the states will be getting a second glance over here.  Your car does stand out over here and we need to focus on way to "blend."  

  You always want to give the impression that you are just one in the crowd.  That may run counter to many of our thoughts and wishes, but from a security stand point that is the approach to take.  Try to give the impression and practice the habit of making your car appear that it contains nothing of value.

  The truth about car theft and crime is that it is opportunistic - a smash and grab action - smash the window and grad the bag on the back seat, smash the window and grab the CD player.  We all may long for that BMW, but once you look at your insurance rates for the car you will begin to realize that in the states BMW stands for "Break My Window."  BMW has the distinction of being one of the most stolen and most damaged cars in the states.  If the car does not stick out from the crowd and if there is nothing of valuable visible in the car the thief will move on to another car. 

  The safest place for your car is in the garage with the door locked or in the driveway with the gate lock.  Of course, you will not get very far in a car that is always locked behind a door or a gate.  For many of you, maybe for most of you, the ability of parking your car is a secure area did not cross the Atlantic with you.  In that case, you may have to leave the car on the street or parked in a lot adjacent to the apartment building.  If that is the option that is presented to you try to park the vehicle under a light (best option) or at least as close the light as possible (next best option).  Cars parked in dark areas are invitations to criminals.  Try to minimize your parking in these areas. 

  You will have to make the call if you need a car alarm or not.  Many newer cars come with an alarm, but you can always have an alarm added to your car to increase its security.  Car alarms have become more effective, but so have the criminal's ability to penetrate the alarms.  The other problem with car alarms is the "cry wolf syndrome."  The alarm activates so often that it ceases to be an alarm and just become a nuisance. People just do not take note of it anymore.  The alarm is just some other noise to interrupt their day.  

  Just like in adding security to your house, do the cheap thing first for your car.  Get a bar that fits across the steering wheel of the car.  That is cheaper than an alarm and it provide an immediate visual signal to the theft.  Sure, they can get the bar off the wheel, but it adds delay time and the criminal does not need or want the added trouble.  The criminal will simply move his attention to another car that does not have the bar.  Remember that you only need to be more secure than the next car, you do not have to be the best.    

Essential Equipment  There are certain things that you need to keep in the car all time: a medical kit, a flashlight, an inflated spare tire with tread on it, and a warning triangle as a bear minimum.  If you travel a lot or are going on a long trip good idea  to get a mobile phone.  I really don't like the things, but if you have one you will never be isolated.

  While you are in Germany you may want to consider being a member of ADAC, the German auto club.  It is not expensive, usually the membership is around 100 marks per year and the club will provide towing, mechanical assistance and travel services.  It is a good deal.  If you plan to travel and have a "hoopie" it is a really good idea.

  It is a very good idea to carry a high visibility vest (road guard vest) in the car. The vests are made of a dayglo or nightglo material to reflect light in the day or during limited visibility conditions.  If you have to get out on the road for any reason it is a really good idea for you have the vest.  Weather conditions here can be challenging and visibility is often very restricted by fog and low light conditions.  Wearing the vest could be a real lifesaver.

  Don't delay services on your car, especially if your car is a hoopie.  You do not want to become involved in an accident, risk life and limb over something that could have been prevented by a simple mechanical service.  Try to check the oil, battery, water, and tires at least every week or couple of weeks.  Correcting a simple deficiency is easier than fixing a problem.  If you know there is something wrong with the car and drive it anyway, you are asking for trouble.  The fault will always let you down at the time and place you least expect and are prepared to handle.  

 Many drivers will push the limits of the hoopie.  These are old cars and you really need to consider the potential cost of driving them fast.  I read the MP journal everyday and in almost every car accident case the words, "too fast for conditions" appear.  The greatest threat to your security in Germany may very well be the way you drive.  Better to be late for work than early to your grave.  Take care of your car and take care of yourself.

  Before soldiers begin a march they completed extensive reconnaissance of the route.  At a minimum they will conduct a through map reconnaissance.  Preferably, a detail will be sent out to complete a detailed route reconnaissance.  Orders will be published, a route defined and strip maps issued as supplements to the topographic map.  Movement in the military is a big deal and demands attention, planning and thought.

  You do not have to go to all the detail that soldiers do, but too often we just pile the family in the car and drive off into the sunset with little or incomplete thought or planning.  You really should give all your trips at a little thought before you depart.  Of course, the amount of preparation is determined by your knowledge of the area.  Spending time pouring over the details of getting to Hohenfels may not be necessary, but getting to your long weekend destination in Hamburg, Paris, or Florence will require some thought. 

  Look at your route and know more than just how to get to the city.  The most dangerous time of your trip will be as you arrive in the city and you have to depart the security of the autobahn and drive on the street some medieval torturer planned.  You do not want to be wandering around when you get to your destination.  We hear all those stories of German or British travelers being killed in Miami because they wandered into a neighborhood that police hesitate to go into.  While tough neighborhoods in Europe are less dangerous, they are getting tougher and chances are this part of the city was not included in your travel plans.   Bottom line is that you know where you what to go and you should know how to get there.  Make sure you take the time to plan before you go.

  No matter how well we plan at times we all will get lost.  If you know you are lost don't keep driving blindly hoping to pickup a sign.  Find a safe place to stop and pull the map and find your error.  This will save time and get you back on track quickly.  Continued driving will just increase your problem by adding distance to the error.

  Keep real maps in the car.  We all have a horror story related to the "lost Hail and Farewell" because the strip map was poorly done.  I am sure that the map was perfectly clear to the person who drew it, but then, they knew where they were going.  Strip maps do help and they can be a great aid, but have a map in the car as a back up.

 On the road  To state the obvious, people are at their most vulnerable in their cars when they are stationary and at any point when you have to stop or slow down - at a traffic light, a traffic circle, a pedestrian crossing.  Just like when you are walking on the street, when you are driving your car, whether it is a mile or four hundred miles, you want to keep control through the whole journey and in a car that means space to move.

  I don't know what makes me more upset, having some follow too close or having someone drive with their bright lights following behind me.  When you follow too close it is a tremendous safety hazard and it is just plan dumb.  We all know this, but from time to time, we all do it.  

  Let me add another truth that maybe you have not considered about tailgating.  When you follow the car in front of you too closely you are giving up control to the car in front of you.  If you are too close you will not have room to maneuver.  So the slow moving guy in front of that you have been calling so many names is, in effect, your boss.  You are driving at his command, at his bequest.  Maybe it is this subconscious knowledge that makes us so mad.  Fight this feeling!  By staying back you will add reaction space, security and safety.  You have a way to get out of trouble.  

  When a patrol stops the soldiers don't just "hang out" for awhile.  They fan out and assume positions that allow for 360-degree security of the area.  When you stop in the car you should secure 360 degrees as well.  Even if there is only one of you the mirrors and windows will provide you with the opportunity to view 360 degrees.  

  Be alert for someone coming up to the car and trying to open the door or enter the window.  Always keep the doors locked and anything of value out of sight.  This includes handbags.  Most women leave their handbag on the seat next to them in the car.  The handbag is as a target and if it is visible it does provide an invitation.  Put your handbag in the floor and loop the strap around the gearshift.  It will not go anywhere from there and the invitation is replaced by a warning.  

  If someone does come up to the car move the car if possible.  Don't run the red light unless necessary, but if you feel threaten make some noise that will attract the attention of other drivers.  Blow the horn, yell, flash your lights do what you feel you need to do to get the involvement of others.  Thieves do not like attention and they want their actions to be quick and clean.  If you make it public for him you add to his difficult and risk. 

  Don't just "blow this off."  This all may seem to be senseless living here, but you will travel while you are here and other parts of Europe have many more crime challenges than we face in Bavaria.  A few variants practiced in warmer climates include the thief approaching the driver and grabbing his earlobe with a pair of pliers.  "Your money or your ear."  What are you going to do drive off?  Another approach is to throw live rats in the car.  Driver stops the car and gets out to let the rats out and the thieves get in the car and drive away.   Simple, direct, approaches that work.

  If you are driving along a country lane you probably can leave your window wide open and enjoy the fresh air as much as you want without fear.  But in the city you may want to modify the habit a little.  Don't open the window wide enough for someone to get their hand in and grab something or to spring the lock.  It is really hard to defend against someone reaching into your car.  You think that it would be easy, but you are so surprised by the action that you have little time to react.  The event is over before you know that it has happened.  Best bet is to take away the opportunity for the event.  Just like in football the best offensive is a good defense.

  Defensive weapons  In the states all too often that means the .357 in the glove box or under the seat.  But you can't do that here, you just have to rely on the good old blunt weapons.  I am not suggesting that you carry a weapon in the car, but there are "tools" that you will have on hand that can serve a defensive purpose in a pinch.  A flashlight can be a great nightstick, just ask a policemen.  You need one in the car and it can be an effective weapon.  In the states and on the continent you can carry cans of pepper or CS spray.  Can't do this in England.  If you have kids this can be a problem.  Make sure you consider the possible effects of accidental spray before you buy this stuff.  In a pinch hairspray and de-icer work much the same way.  It will not be as effective, but better than nothing.  Again, I am not suggesting that we all have an array of weapons in the car, but if something should happen it is nice to know that you do have tools available that can help you defend yourself.

Rear-ending  Sometimes ever professionals forget this important lesson.  In 1979 members of the Red Brigade kidnapped Aldo Moro, a former Italian Prime Minister.  During reconnaissance they found that Aldo's bodyguards drove too fast and that the trail car followed too close.  The terrorist took advantage of this lack of maneuverability and staged a simple fender-bender that becomes a chain reaction accident.  The accident stopped the Prime Minister and allowed the kidnapping to take place.  Less than 30 second after the accident all the bodyguards' (5) were dead and Aldo was a prisoner with a death sentence.

  Thieves may create and opportunity for theft by driving into you.  By doing so they will create the opportunity for crime just as they did in the Moro case.  In many cases, the car is the person's most prized possession.  The car is their pride and joy and if someone bangs into it they will immediately jump out mad as hell.  

  At this point the criminal has achieved their intention - they have you out of the car.  Take stock of the situation before you get out of the car.  If it has all the signs of a genuine accident then by all means get out and swap numbers to insurance companies and do all the normal things, but if someone or something gives you a bad feeling then pull forward a bit and get some space between you and the person.  

  You don't have to drive away very far.  Fifty yards, then stop and get the car's number from the rear view mirror.  Assess the situation and if doubt remains drive off again and phone the police and report the accident along with your fears.  The insurance company is not going to fail to honor your claims if you acted in a manner that you felt was in your best interests.  

  Alternatively, if you feel unsure about someone you can stay in your car with the doors locked and have the discussion through a narrow gap in the window.  You retain the choice of getting out or driving off if you feel unsure.  In this case, as in all security cases, you want to retain the ability to make the choice.  You want to remain in charge of your security.  

  " Road Rage" - Bad tempered drivers completely losing their cool - is another peril of modern life behind the wheel.  If you do irritate someone by your driving, don't hang around for him or her to put a baseball bat through your windshield.  Better still, don't drive in a manner that will irritate someone.  Don't cut someone off, don't tailgate, don't put on your blinkers or flash your lights at someone who is going the speed limit so you can exceed the limit and especially don't give someone the finger.

  Parking  Choose where you park carefully, especially if you are a high profile film star and what you are about to do is illegal.  You are obviously most vulnerable when you are approaching or leaving your car and where you park it and how you approach it are vital.

  When OPFOR reconnaissance select a hide position they look for a place that they can get back to easily and approach from as many angles as possible.  A good hide position has more than one way in to the position.  The hide position should have cover, provide security to the team and have a good view of the surrounding area.  

  Keep these general principles in mind when you select a parking location.  Whenever possible use a manned parking lot and park as near the attendant as possible. This is especially true if you are traveling alone.  It will cost extra, but is your security worth the price of parking?  If the parking lot does not have an attendant try to park as close to the lights as possible.  Think really hard if you have to park at the end of a dark street.  Think about how the area will look when you come back.  Parking your car in a lot in broad daylight may appear fine, but when you return a 2200 the character of the parking lot maybe very different.  

  When you park you car don't just get out without first taking a moment to have a look around.  Don't stay in the car too long, just take a moment to "get the lay of the land."  Never be in a hurry to get into trouble.  Once you see that the area is all right, get you things together and move out smartly.  Don't waste time and move like molasses.  Lessen you time in what is potentially a danger area.

  A friend of mine was traveling in Israel over Christmas and his traveling companion left a backpack in the backseat.  When they returned to the car the window was broken out and the pack was gone with his airline tickets and personal documents.  Do not leave valuables visible in a parked car.  It is an open invitation to the criminal for a quick and easy score.  If we make the crime that easy to commit we are partially responsible for the crime.  Good luck with the insurance company.

  There is another consideration to think about when you leave items open in your car.  Just as the car says something about the driver, what is inside the car will refine the image of the driver.  Not very complimentary pictures of me, but sometimes we all have to face the truth about ourselves.  A criminal is more apt to target a woman. There are certain signals that tip off the criminal that the driver of the car is a woman.  The seat will be farther forward, there will tissues in the car, there maybe an extra pair of shoes in the floor since she may not want to drive in her good shoes or those shoes with the 3-inch soles.  Look at your car from the perspective of a criminal and reduce/eliminate those signatures that make you more vulnerable.  Try hard to be very, very, average.

  Returning to your car  When you are returning to your car look around and ask yourself, "who's there?"  If there are people about confirm what they are doing and look for the intentions of their actions.  If you are in any way concerned just leave the area and come back later.  Never leave a safe situation and go into a dangerous one. 

  As you approach your car have your keys in your hand ready to unlock the car.  Open the door, put your parcels in and get in.  It is better to get in the car facing outwards.  It does go against the natural way to get in the car, but it does allow you to check want is behind you.  

  As soon as you are in the car lock the door.  This will provide a barrier and will give you time in the event of an attack.  Put the key in the ignition and drive off as soon as possible.  Don't hang around in a dark corner changing your shoes or putting away your shopping.  If you must make adjustment you can do this down the road at a better location.

  Make sure that you pay the full fees at any parking lot and don't park on the yellow lines.  If you come back to your car and it has been clamped you have really lost control.  You will have to seek aid and a criminal may have noted the clamp before you.  You will be angry, confused and frustrated, not to mention, unable to access the immediate security of your car.  You have just made yourself target number one in the lot.

  Breakdowns  Most journeys are regular trips - home to work, home to shopping.  By the law of averages, you are more likely to break down on one of those than the ones you do once in a blue moon.  You can plan your safe havens on those routes so that you know where to phone someone for help.  You are doing the journey every day and if you have planned it, you will never have a problem, but if you do not you will.

  If your car breaks down you are obviously vulnerable, but there are two points that you should remember: most breakdowns are avoidable and very few immobilize the vehicle completely.  If you have your car regularly serviced and do the checks before you set off, you will very rarely have a problem.  If it does happen, however, unless the car stops dead, you can still drive it to a safe position - under a light, outside an occupied house, or near the emergency phone on the autobahn.

  If you get a flat, don't think "God, I have to walk a mile to a phone."  Just lower your speed and drive on instead.  Look, the tire is already damaged and it will not make a huge amount of difference anyway.  Carry a can of "Fix a Flat" if you are worried about your rims.  If a red light comes on it is a warning not a call for immediate action.  You can travel a few more miles to a safe location.  Just about the only thing that will stop you dead is running out of fuel and that should not happen if you've done your planning and checking before you set off.

  If you breakdown on the autobahn, put on your hazard lights, pull off to the side and set up the warming triangle.  The posts along the side of the road will tell you the direction to the emergency phones.  Pull as far to the right as you can get and turn your front wheel away from the road. This way if a truck hits you the car will not be pushed back out into traffic.  

  If you have one, use your mobile phone to get help on the way.  If you have to walk to a phone make sure you carry your flashlight with you.  It will provide and a warning light and serve a defensive purpose as well.  Also make sure that you put on the road guard vest you have in the back.  You will be more visible, look less like a woman in distress, and be immediately noticed by others on the road.  If you are a woman on her own make sure that you tell them that when you report the incident.  You will get a faster response than a bunch of guys in a minibus coming back from the game.   

  If you have kids in the car, what you will do will depend on how old and how sensible the kids are.  If they are old enough you may lock them in the car as long as you still have them within sight.  If you cannot see the kids even for a second you had better take them with you.  A pet peeve of mine is folks who leave they child in the car while they are checking their mail.  True, it is only for a seconds, but this is really borderline behavior.  If they do it at the mailroom where they know it is a violation of policy, where else do they do it?

  Good Samaritans are an endangered species.  There are fewer and fewer folks stopping by to render assistance. Sometimes a breakdown can be a deception.  Men are often concerned about stopping to help a woman out of fear that they actions could be misinterpreted.  Some people still do pull up and ask to assist, but when they stop you do not know if their intentions are genuine or more sinister.  

  If you are out of your car get back in.  If you are in your car lock the door and talk through a narrow gap in the window.  The person on the outside will understand and even if they don't why should you care?  Most folks who stop will simply ask if you want they to call someone.  

  If your car is immobilized when someone pulled up and they make you feel very uncomfortable, get everything going - hazard lights, main lights, horn so you can produce a reaction from someone.  Even on an autobahn people do take notice of what is happening and a criminal will not hang around for too long.  

  Summary  Try to create the same low key impression in your car as you do at home and on foot.  Keep your car well maintained and check your tires, oil, water, battery and other fluids often.  Allow room for maneuver and if attacked move the car even if it is only a few feet backwards and forwards in the available space.  Drives with your doors locked and do not drive with windows wide open in dangerous areas.  Choose your parking space with care and be particularly vigilant when approaching or leaving it.  If in doubt, forget the car, come back later or take a cab.  Using simple common sense is the key to protecting yourself, your family and your property.

Chapter 8 Travel Security

Introduction  Americans often travel in other nations as if they were traveling in their own neighborhoods.  In truth, the world remains a dangerous place and many areas that were once safe travel destinations are more dangerous because of economic problems, political and cultural unrest and increasing militancy in the population.  Robberies, carjackings, kidnappings and other violent crimes await travelers who go unprepared or are oblivious to risk.  Never mind that Bin Laden has placed a bounty on American heads, you do not have to be in the West Bank to be in a dangerous area.  In truth, the West Bank is not that unsafe.  There are regions in Europe that are more dangerous that than any area in Israel.  In this chapter I will go over the travel security basics.  Following the recommendations is not guarantee of safety, but avoiding them will guarantee added risk.

  The importance of research  You can never underestimate the value of preparation.  In school success on an exam is in direct proportion to the amount of study that came before the exam.  In the military, organizations live by the "Five Ps," prior planning prevents poor performance.  Planning and preparing courses of action and weighing advantage against disadvantage is all part of getting ready for an operation.  When we plan a trip we need to approach planning in much the same way.  The details may not be the same, but the general idea remains valid.  Soldiers plan to ensure success of the operation and to take care of soldiers.  You should plan to ensure success of your trip and the security of your family.  

  Reading up on your destination before your holiday should not be viewed as a chore, but as the first step of the holiday.  You need to learn a bit about the place, the climate, the people, and the culture before you find yourself in the middle of it.  Doing this will only increase your safety and security and you will actually enjoy your holiday more.  You will know what your want to see and do and you will run a much-reduced risk of offended the native culture.   Doing your homework can also save you money.  I was in Morocco with an OC team.  In the souk an officer wanted to by a piece of pottery.  I wanted to buy some too, but when quoted the price the officer paid the man before I could object.  The souk is a barter economy.  Custom dictates that you cut the asking price in half and go from there.  By taking the first price the officer paid twice the starting price and set the price for the rest of us.  I left without pottery.

  Respect the culture I remember how Americans acted in the Czech Republic just after the fences came down.  It was really shameful and embarrassing.   Americans would drive across the border and act like pirates; loading down their cars with prizes and booty and laughing about how cheap everything was.  “It was such a steal.”  Never once did they consider or even care about what the Czech people had been through since the end of World War II.  The crystal that Americans were laughing about being cheap was beyond the ability of the Czechs to buy.  Confronting Americans concerning their behavior gave you a response that basically equated with "let them (the Czechs) eat cake." 

  You may be in the country as a tourist, a soldier, or a family member, but you are a guest in the country and you should show respect for the people and their culture regardless of your opinion of it.  In a Muslim society, women should wear long sleeves and a long dress button up to the neck.  If you show bare arms or legs you are being disrespectful.  If you have problems with this, why did you go to the country?  

  There are some Muslim cultures where it is not such a big deal.  I have been in Egypt's Red Sea coast with Europeans who would be topless on the beach.  But this is a western resort and walls, fences and guards restrict exposure to the culture.  Tunisia, Turkey and Morocco are Muslim countries with a much more liberal attitude.  Still, women who go wandering in the souk in shorts and bikini top should not be surprised to be prodded or have things thrown at them. 

  Just remember those two rules we all learned in kindergarten; first, play well with others and second, don't run with scissors.  Respect the culture and show kindness and respect to the ALL the people that you meet.  Try to learn the greeting in the native language at least.  Learn some of the local quirks of the country.  Tipping customs and the extent of bartering in the economy are good examples of things that you will find very useful to know, especially in non-western areas. 

  Doing research on places where you might take your vacation might also influence your choice of destinations.  It may be that you want to go to a place for religious, cultural or other reasons.  A high crime rate in the country might influence your choice.  If it is a Muslim country you might want to restrict your visit during Ramadan.  There would be little point in making the trip at that time.  I have no idea why a rational, thinking person would go the Yemen for vacation.  It is cheap and the countryside is beautiful as long as you don't see villagers with rifles.  

  Sometimes you hear people say, "Well, if I had known it was going to be like that I never would have went."  The only reason that the person did not know it was going to be like that is because they did not do their homework.  "Gee Mom, I know I did not study, but I expected to pass the test without the trouble."  How far would that excuse get with you?

  Don't put your all of your trust in the travel agent.  He is there to make a sell first and he will worry about your satisfaction later.  Travel agencies are not non-profit organizations.  All the literature is colorful and glossy, but it will give surprisingly little information.  It will not address the downsides of your chosen vacation location either.  Ask a German travel agent about Florida and he will tell you all about Disneyworld and the space center, but he will tell you about the seedier side of town.  We all know that there is one, but you won't get that information from a travel agent.  

  Find out as much as you can about the crime rate and the areas where crime is normally perpetrated.  Make sure that you have an accurate perception of the location that you are going to.  Try to put dramatic headlines in perspective.  The incident the media depict maybe isolated and rare and not indicative of the true security in the country.  You have to build up your awareness of what the actual dangers are and in truth they are sometimes fewer than those in other places that you have lived are.  If you conduct yourself properly, there should be no problem and very little danger in taking a trip to Iran for instance.  

  If you are going to an unfamiliar country use the State Department Travel site to get current and informative information.  You really should use the site no matter your level of familiarity.  The site is updated each month and has information and points of contact for every country.  The State Department site will give you the "real deal" in the country and put some realism into those great brochures you get from the travel agent.  You can visit the site at: http://travel.state.gov. 

  Airports  Make sure you know what you will do with your car before you leave home.  No matter if you are only going for a couple of days think hard about leaving your car at the airport.  Airports normally have good security in parking areas; the problem is that airport parking is very expensive.  You will want to avoid a shock and disappointment just as your trip is beginning.  Make sure you have a way to get to and from the airport that you have researched before you arrive at the airport.

  When you select your air carrier make sure you have a good idea about the security profile of the airline.  These guys will be taking to you to 35,000 feet over an ocean and you do not want any surprises there.  Airlines vary in their attention to security.  All are certainly not the same and do not just take security for granted.  US flag carriers are normally very good as are major European airlines.  Other airlines, well you be the judge, but in air travel as so many other things, most of the time you get what you pay for.  

  If your friends or family want to see you off, don't say the farewells at the airport.  Do it before you get to the airport.  Standing outside the terminal or just before the gate kissing and shaking hands attracts attention, including the attention of criminals, who will be away with your bags before you wipe the tear from your eye.  This risk applies equally at in domestic or international travel.

  In all cases, the most dangerous part of the airport is the landside.  This is the side where non-passengers are allowed access and contains the part of the airport that is just around the entrance to the airport.  The airside of the airport is more secure because access is limited to those with tickets.  In a sense we know who is in the airside, anyone can come into the landside of an airport.   

  When you get to the airport go straight to the checkin counter and go directly from there to the airside of the airport.  Many people stay on the landside of the airport until the last minute to say goodbye to family members or because they think the facilities are not as good on the airside.  But you really cannot relax on the landside of the airport.  Either family has you upset or you have to face the less secure portion of the airport.  Moving to the airside will let everyone get on with the business of his or her life and put you on a far more secure portion of the airport.  So do everyone a favor and get to the airside quickly.

  This same thinking applies in the reverse direction.  When you arrive at your destination you remain more secure on the airside.  Once you get your baggage and linkup with friends, family, or business associates get out of the airport.  In many cases leaving the airport can be the most dangerous part of your trip. 

  Airports are high-risk areas and not only for tourists.  An airport is perfect territory for crime because criminals are sure there will be a lot of people walking around with cash.  You do not want to be coming out of the airport badly stressed with two bags and kids in tow looking for signs and generally giving the impression of someone who is lost.  If you sent out signals that you are a weak person or that you are in a situation in which you do not have control you will be the perfect victim.  

  Yogi Berea said "Why spend money on good luggage when you are only going to use it when you travel."  The military provides some very heavy-duty travel bags, but they are not the best for pleasure travel.  Try not to use military styled luggage when you travel.  I know this will sound hard and it might make some of you angry, just consider it "tough love," but only a soldier or a homeless person travels with military luggage.  The opposite is true as well.  If you have designer luggage people will also make the opposite assessment.  Try to be somewhere in the middle.  Have luggage that first of all locks and secondly does not attract attention to you.  Simple black bags will do fine.  Nothing flashy, expensive looking and certainly nothing that immediately identifies you with the military.  

  In flight  You should have your most valuable items with you during the flight, either on your person or in your cabin luggage.  They should never go into your hold baggage because of the risk of pilfering; suitcases are routinely broken into or go missing.  You should always have your passport on your person along with traveler's checks, cash and valuables.  This has a good and bad side; you will have your valuables secure, but you will also become more of a target to criminal.

  As soon as you have cleared immigration and have picked up your luggage, put most of the valuable you had with you on the flight into the heavy bags.  Distribute them equally and lock the bags.  If you lose one case you have lost only half and not all of the valuable items.  Putting them in the heavy cases makes them unattractive to criminals.  Not many criminals will be able to pick up a 60-pound bag and run off with it.  If they can let them have the bag.  You do not want to get physical with this guy. 

  Whether you are traveling by rental car, taxi, or being picked up by friends, you should get away from the airport as quickly and as safely as you can.  If friends are not meeting you and there is no hotel courtesy bus or car, there are three safe ways of traveling: taxi, airport shuttle and rental car. 

  Passports  If you do not have a passport you will want to get one.  Traveling on a military identification card is allow in most western European countries, but doing so will leave no doubt as to your business.  It is far better to at least make someone guess a little.  Traveling on the identification card does make you more vulnerable to both crime and terrorism.  If you continue to insist on not getting a passport, at least make the ID less noticeable and have a plan to hide the document if you need too.  Also make sure you have copies of the photo section of your passport and that you have your passport number recorded someplace secure.  Should you lost the passport that will make replacement much easier.  It will still be a hassle, but it will be less of a hassle.

  Driving  if you are driving yourself the same principles apply as when you are driving yourself at home.  Driving standards and laws may vary and you will have to ensure that you are properly trained and licensed to drive in the country.  As a rule of thumb you can usually assess the driving standards of the country by looking at how people park and checking to see how many cars in the parking lot have minor body damage.  In many places you will be forced to forget all that you have learned and simply "go with the flow."  The traffic is chaos in many European capitols and it makes you wonder how the designers and builders of these great buildings could be related to any of these people.  If you should find yourself driving in the Arab world terrorists are a far less on a threat to you than the 13 year-old boy driving the Chevy Suburban next to you.  

  There are places where you are far safer simply not to drive.  In Turkey and Greece the majority of injuries to tourist each year are related to vehicle accidents.  Take a serious attitude before you decide to drive yourself.  If you are not driving yourself you should be fine traveling on the airport to downtown bus.  They are controlled and designed to service a tourist audience.  Once you are on the bus the worst is over, but don't relax until you get to your hotel room.    

  Taxis  If you are taking a taxi, use only a reputable one that is officially licensed.  If you are unsure about how to recognize an official taxi ask an airport information representative or a staff person at your hotel.  This should be one of those areas that your research should tell you.  

  Around airports there will be floaters who spend their time looking for folks who look lost.  Many times these are the folks who will come up to you and say, “looking for a cab?  I will run you to town for…” Because you a new to the area and you are tired and just want to get to the hotel there will be a tendency to just go along with the person.  If you feel uncomfortable about a person ask for his credentials and take the few moments to check the person out.  The principle remains the same, stay in control.  If you go with him he is controlling you because he picked you.  He may just be demonstrating his entrepreneurial flare and have a sincere desire to help you and get a good tip.  Nothing wrong with that and if this is the case he will not hesitate to show you his license.  The only way you will really know is if you ask. If you use a registered cab there is a system of accountability.

  When you are in a taxi take note of the route and try to have your street map handy.  This will help you detect any out of the way moves by the cab and help you learn the city as you drive.  Looking around and taking note of landmarks will help you later as you travel around the town.  If you are looking around and have a map in the hand the cab driver will notice that as well.  People are far less likely to take advantage of someone they feel is alert and aware than someone who is not.  Just having the map will impact the driver.  

   If an argument about your route leads to a confrontation in the taxi, which it does on occasion, use the street map to find a safe have in the area.  When you say, “O.K. drop me off here,” you really need to know where here is.  You want to avoid aggravation in a strange place, because you will be surrendering control.  If you have an altercation he may just drop you off on the side of the road.

  Rental Cars  If you are picking up a rental car at the airport be especially wary because, although the airport is the most dangerous place for you, the compound where you pick up your rental car is a close second.  Any criminal with any sense at all knows that the folks traveling on the shuttle bus to pick up a rental car are carrying money, or at least a credit card.  You cannot rent a rental car without a credit card.  

  As soon as you have competed the paperwork and have put your bags in the car your first inclination is to bust out of the parking lot and get to your destination.  It is like the green flag has come out and the race is on.  It will not take you long to realize that either you have taken a wrong turn or there is a feature of the car that you need right now, but you cannot find the control.  Spend the few extra minutes in the rental lot to familiarize yourself with the operations and controls of the car.  Look at the map and get your bearing and write done key points if you need too.  In the end this can save you time and frustration later.  

  The most dangerous time is the first few minutes after you leave the rental lot.  Sometimes criminal wait there and follow because they know this is the time that you will be most disoriented.  So many people on holiday do things in rental cars they would never do with their own car.  Folks will be driving too fast, braking too hard, driving with doors unlocked and windows down.  They feel that they have earned it; they are on holiday this is just a rental!

  It is so obvious they are tourists.  They have no idea where they are going.  They drive erratically. They are looking everywhere but the road.  The car is identified as a rental.  They get lost and they don’t have a map and, in some cases, they will not speak the language or be familiar with the local laws or customs.  They stray into dangerous areas and sleep along the side of the road.  Things that they would never do back home.  Gee, wonder how criminals find these people?

  Hotels  We all love to stay in a hotel.  Hotels are places of freedom and decadence.  You can sleep and not make the bed.  You can have food brought to you.  You have a maid.  We can live like rock stars; practically destroy the room and come back it fresh and clean.  For what we are paying life should be easy.  We should feel special.  Really, it isn’t that hard to be safe either.  All you have to do is follow four very simple guidelines:

1. Secure your room.

2. Secure your valuables.

3. Check for the fire exits.

4. Retain your room key.

  When you arrive at your hotel, check into your room and get to the room.  All hotel rooms have a double lock and a chain.  Things that you should all are familiar with because you have them at home too, right?  After all, your room will be your home for the length of your stay; so apply the same security rules and principles in your hotel as you do at home.  Good habits and manners are welcome everywhere.  Lock and chain the door and then sort yourself out.  

  Good hotels normally have good security, but always keep the room locked when you are inside it and if hotel crime is a problem, use a small wedge as well as the lock.  I had a friend who traveled on business quite a lot and she always carried a small plastic wedge with her.  She would place the wedge under the door as an added security measure for an attractive woman traveling alone.  She used to tell me that “to defeat the simplest creation of God (man) you use the simplest tool known to man – the wedge.”  She was very bright and to my knowledge no one ever made it into her room that she did not want there.

  You will want to leave some valuables with you, but the rest should go in the hotel safe.  You must not leave them lying around or try to hide them, because in any hotel room, there are very few places to hide things and none that can afford any real security.  The cleaning lady knows very inch of the room and has seen it all before.

  The difference between your hotel room and your home is the number of people who have free access when you are not there.  In a hotel you have very limited control over who comes into your room.  Cleaners and hotel staff go there while you are not there.  The hotel has a passkey for legitimate use, but others may use the key for less than legitimate use as well.  Hotel staff can take things, but they can also identify you to others.  The staff can provide an intelligence and reconnaissance function to criminals who operate outside the hotel.  So don’t leave things in the room that will provide temptation or identify you as a target to others.   

  Some people leave valuables in the room and put out the Do Not Disturb sign and leave a radio or TV on to give the impression that someone is still there.  That will only work for awhile.  At some point, someone will knock and find out that no one is there.  Really, this is a pretty lame security effort and it would make so much more sense just to secure the valuables in the first place.

  Priority number one is to get rid of your valuables.  After that, the next priority is to check on how you will get out in the vent of an emergency.  Hotel fires do happen and you will want to know where the nearest exit is and the next nearest alternative.  Don’t just read the instructions on the door talk a walk and look for yourself.  It is worth the effort because sometimes you will find that the fire door is locked or the lights are broken or the hotel is storing boxes in the fire exit.  You will want to have this information before you have to use the exit for real.

  Room Keys  Never turn over your room keys to the hotel.  You would never give your house keys to someone that you do not know.  Why would you give your room keys back to the hotel?  When you leave your room for the day, take your keys with you.  In most hotels the keyboard is visible from the reception desk.  Someone comes up to the reception desk, asks a question and sees what keys are there.  If the key is on a hook, then you are out.  

  Hotels do not mind if you keep the key.  There is always a sign asking you to check your key in, but it is not a demand.  You are not required to hand over the key an alarm will not go off if you walk out the door with a key.  If the staff needs to get into you room they can use a passkey for that.  

  You might need to take a huge piece of brass or plastic off the key to carry the key easily with you.  You do not want to be sitting in a bar with either a bulge in your pants or a big piece of plastic sticking out of your pocket saying “Room 313.”  If you lose your key when you are out, you might have an additional payment to cover the replacement of the key.  Fair enough, but the hotel will give you another key.  

  On the street  When you are out and about follow the same maxims you would on an unfamiliar street back home.  Don’t make a visible display of extravagance or identify yourself as a tourist –an easy target – by either your dress or your behavior.  Have a mental list of safe havens and establish rally points.  Rally points are particularly important if you are traveling with children.  You can tell your child that “if anything happens we will meet here.”  It is far easier to search one square than to search the whole town.

  Dress sensibly  Try to dress down on holiday, after all you are there to relax and shorts and jeans should be good enough on most trips.  Try not to send out displays of wealth.  To do that you need to keep the location in context.  No one could accuse me of sending out a display of wealth in a five star restaurant in Frankfurt, but on the streets of a third world city it is possible.  Do you really need to wear the gold bracelet, the diamond ring, and the expensive watch?  Probably not and if you do you may not have these possessions very long.  They will add nothing to your trip so why take them along?

  Credit Cards  Use and carry only one credit card with you on a trip.  You will not need to carry more than one and if it is lost or stolen you will only have to call one company and not several.  Consider walking around the neighborhood without your credit card at first.  See if there is anything that you really need a credit card for before you take it along.  If you need it you can always come back for it later.   

  Street traders  In poorer countries and in others as well, you will be approached in the street by people wanting to sell you trinkets.  If you buy from one, you will have twenty hanging around you.  You may also be approached to buy drugs.  A firm answer of “No” will normally solve the problem.  If you hesitate you will be followed, which can be intimidating.  If you want to buy trinkets buy them from vendors in the market.  If someone comes up to you in the street and offers to lead you where you can buy the best goods dirt-cheap do not believe them.  If you follow them you have handed over control to someone else who could be leading you into a trap.

  Pickpockets  Pickpockets are another potential threat.  If they are working in twos and threes, it will only take one bump from one while the other makes off with your wallet.  Remember that pickpockets do not work in quiet streets they work in crowds – in markets, rush hour stations, airports, sports events and tourist traps.  They seek some diversion or they will create the diversion to catch you off guard.

  Be aware of the possibility and make things tougher for thieves.  Don’t carry you handbag openly.  Use a strap bag and put the strap across your body and keep you hand on the bag.  Carry you wallet in a front pocket and use a safety pin to secure the top of the pocket or put a handkerchief on top of the wallet.  By restricting access you will stop the theft.    

  Remote Areas  Adventure holidays are becoming more popular; soldiers normally see enough of remote areas that they seek room service on holiday.  Those who feel the need to escape the routine want to get out in the wilderness and have adventures.  Nothing wrong with that, but Lewis and Clark were trained, experience and harden frontiersmen, not 40-hour per week office workers.  If you are going into remote areas you really must have a plan.

  Don’t broadcast the fact that you and your family are going into the bush to folks that you don’t know.  Run through the “what ifs?”  Make sure you have answers for food, water, communication and medical questions.  If you are back late who will raise questions to the authorities.  Know what you are getting into and use a reputable guide service if there is one available.  If there is not one available, you really ought to think a bit more about the trip.   

  Once you have taken care of basic security precautions you will feel much better about the trip and you will enjoy the trip more.  You will be better prepared to both avoid and meet unexpected challenges.  You really do not have to turn your vacation into and anti-crime campaign, but you do need to do some very simple planning and use common sense.  By keeping it simple you will be safe and enjoy a rewarding and memorable trip.  Still, remember to practice awareness, anticipation and avoidance at each step along the way. 

 Chapter 9 Terrorism
  Over the past three decades terrorists groups have committed acts of extreme violence for political reasons.  Often it seems like these acts are committed at random and without reason by lunatics who have no regard for the maiming and killing of innocent human beings or for the violent destruction of property.  If we look deeper into the problem of terrorism, however, we will find that the individuals who commit these acts are rational, sane human beings who are deeply committed to a cause.  So deep is this commitment that they feel they are morally justified and are willing to go to any extreme in ensuring the achievement of their goals.

      Former Secretary of Defense William Perry stated,"terrorism is a form of warfare."  Terrorism is sometimes labeled the weapon of the weak, that maybe so, but it is none the less a powerful strategy.  Terrorism provides our adversaries with a power projection capability that far exceeds their conventional military means.  Terrorism has proved to be a very successful tool to our adversary and one that we can expect will continue to be used.

      As citizens of the United States we all become symbolic or official representatives of our government.  This is especially true when we are stationed abroad.  No matter our position, either official or unofficial, we all still have a symbolic target value to the terrorist.  Soldiers, civilians, members of the diplomatic missions, or tourists all have a potential target value to the terrorist.  The terrorist considers himself to be a soldier fighting against oppressors and the forces of imperialism.  The terrorists consider us to be legitimate combatants.  The distinction between civilian, soldier, family member or child becomes blurred.  

    One of the most difficult problems facing US citizens is the idea that terrorism happens to someone else and it always occurs in the Middle East or obscure regions of the world.  Many people tend to live in a very protected world and have a limited world view.  This is not meant to be a criticism, but simply a statement of fact.  This attitude reflects a dangerous complacency on the part of many Americans, including Americans who live overseas.  Combating this complacency is the first and most important part of an effective anti-terrorism program.  Before we are able to deal effectively with terrorism we first must understand the basics about terrorism and admit that terrorism has the potential to impact us all.

    Another problem that confronts Americans is the general idea that terrorist are larger than life, mystical and flawless operators of evil.  The terrorist takes on a persona that lends itself to invincibility.  They seem be everywhere and all the efforts of our government and the governments of others countries are unable to stop their actions and attacks.  Many people believe the old axiom "If a terrorist really wants you, they will get you."  These people are especially vulnerable because they develop a security profile that reflects that fatalistic attitude. 

      Terrorist groups do make mistakes.  The real key is to be proficient at being able to catch their mistakes.  In this chapter we will examine some of the basic characteristics of terrorism, and look at way you can make yourself less of a terrorist target.  Terrorist can be detected and defeated, but to do that we all must understand how they operate, what motivates them, and what we can do to make ourselves less of a target.  One final reminder before we start, the study of terrorism demands flexibility of thought and of opinion.  It is important that we have the ability to see the perspectives of the "other side."  While the Department of Defense gives us guidance to deal with the effects of terrorism, you must realize that there are no easy answers, no absolute solutions, and very few black and white concepts.    

   Building a knowledge of terrorism and its goals, objectives, and operations will help your understand how better to meet the challenges of terrorism.  In simple terms, this forms sort of a threat briefing.  During the Cold War we spent hours learning about the Red Army.  We knew Soviet tactics, techniques, procedures and equipment capabilities almost as much as our own.  We devoted that time to study because each time we went to the border we saw a very real potential for conflict.  That information was important to us from a war perspective.  We knew this information was vital to mission accomplishment.

  We are in a war today.  It is not a conventional or declared war.  It does not conform to the normal description and tactics that we associate with war, but none the less, there have been and will continue to be casualties of this terrorist war.  Just as in a conventional war, our knowledge of adversary tactics and techniques will make us better able to meet the challenges of battle and win.  Unlike the conventional threat of the Cold War, knowledge of terrorist tactics applies to a wider audience than to just the military.  Civilians, family member and tourists need to be aware of the possibility of being engaged by the terrorist.  

  When most people think of terrorism they think immediately of Gaza, the West Bank or Hebron, but statistically the area of the world that has the largest number of terrorist attack is Europe.  This information should really not come as that great of a surprise, but it goes to how most folks really are not too situationally aware.  

  Europe is host to a large number of terrorist organizations.  Most groups located here have only political and logistical cells operating in Europe.  Europe is a wonderful place for terrorist groups to gain political support and money required to support terrorist operations elsewhere.  Safe havens and sanctuaries located in Europe provide a valued "cooling off" location for groups members when situations become too complicated or intense in their home. 

  The growing number of Islamic residents in Europe brings their own loyalties and belief systems to the continent.  Teutonic knights may have turned back Islam at the Gates of Vienna during the Middle Ages, but immigration is changing the face of Europe.  Today in Germany alone there are two million Turks, a quarter of them Kurds.  German Intelligence Agencies estimate that there are 60,000 PKK sympathizers in the country.  Add this to the 150,000 Kosovo Albanians and the 700 known Arab extremists living in Germany add to this the terrorist potential of Serbian groups and you have a large pool of potential adversaries. This reality does affect European attitudes in dealing with extreme groups.  Europeans may appear to go easy on the terrorist, but considering the great potential that terrorist groups could exert in many European countries a more practicable and pragmatic approach in dealing with terrorism has become the rule.

The unrest in Eastern Europe and the Balkans has added fuel to a potentially dangerous mix of terrorist in Europe.  Large numbers of refugees and the conflict inspired chaos have provided a productive breeding ground for European and Arab terrorist organizations.  Eastern Europe has become the "jumping off point" for many Arab terrorist organizations seeking to operate in Western Europe.  The Former Yugoslavia and Albania provide the two best example, but unrest in republics of the Former Soviet Union provide much the same conditions and response.

  The point is that living in Europe means that you live in an area that has a high potential for terrorist action and operation.  Being an American means that you are either a symbolic or actual target of opportunity for the terrorist.  Coming from the states you have not had to deal with this mix of potential problems.  It all sounds very intimidating, but remember we are talking about potentials, not realities.  Still, we need to look at potentials to better plan our response. 

  We cannot have a discussion of terrorism without talking about the Middle East.  However, many times we are guilty of thinking that all terror comes from here or that all Arabs hate Americans.  Neither statement is true.  However there has been an important change in Middle Eastern terrorism and that does need to be addressed.  The Middle East remains home to the most lethal terrorist organizations.  Arab terrorist groups have a long history and they are very proficient in the planning and execution of attacks.  Arab groups are also the most effect terrorist groups in the world at influencing world opinion with their actions. 

  Arab groups have learned and adapted over the years to better gain their goals and objectives.  Consider the evolution of the Palestine Liberation Organization into the Palestinian Authority and Yasser Arafat from a terrorist to the winner of the Nobel Peace Prize.  Arab groups have learned that if you want to appeal to a Western audience you do not do this by killing Westerns.  Actions conducted in and against Israel are termed as actions against other combatants and not considered as terrorist acts.  Arab groups have been somewhat successful in gaining Western acceptance of these views.  

  However, there is a growing frustration with peace negotiations.  Intelligence agencies have noted a growing militancy and growing violence in many old-line Arab terrorist groups.  Hamas has expanded operations and has increased the size and capability of its explosive devices.  Hizbollah is a supporter of other extreme organization in training and logistics.  The ability to predict the actions of Arab groups is becoming more difficult and less reliable.  The situation is unstable, but the threat from old-line Arab groups to the US does not to appear to have increased.

  Enter a new force in Islamic terror, Osma bin Laden.  Bin Laden brings a new and increasing unpredictable and deadly aspect to Islamic Fundamentalism.  Extreme religious fundamentalism is the most violent and most unpredictable form of terrorism.  Religious fundamentalism does not have the natural flexibility common of many more political and secular organizations.  The fundamentalist does not see actions and relations with the West as being a continuing and ever unfolding series of compromises, but rather as test of faith and will.  Their security is tight and their motivation comes from God.

  Bin Laden is a special danger in other ways.  He is educated and sophisticated. He is a trained engineer and used rational thought and technical expertise to direct the actions of his group.  He has a history of success and service to Islam.  First against the Russian invaders of Afghanistan and now against the West.  Bin Laden has great wealth.  Depending on the source quoted, Bin Laden’s personal worth is between 200 to 500 million dollars.  The family's wealth is estimated at approaching five billion dollars.  Bin Laden has years of combat experience, as do many of his followers.  Over the last twenty years he and his fighters have fought in Afghanistan, former Soviet Republics, Albania, the Balkans, Algeria, and Egypt.  His fighters are well trained and equipped and are highly motivated to continue the fight against the West no matter the personal cost. 

  In July of 1998 Bin Laden issued a fatwa calling for a jihad against all Americans.  He has demanded that all American leave the Kingdom of Saudi Arabia and he has placed a bounty of $10,000 on the heads of all Americans.  Since then, he has modified his fatwa by calling for only the deaths of American males in service against Islam.  Bin Laden has made terror less predicable and more real to all Americans.  He is the reason I developed this text.  He has the funds, the supporters and the ability to strike globally.  He has acted in the past and he will act in the future.  The only issue remains unclear is where, when and what targets will be select? 

  There are generalities common to all terrorist acts.  No matter the group or the cause, terrorist actions have common characteristics, phases and acts.  By studying the commonalties we will be better able to gain understanding related to the motivation, planning and execution of terrorist acts.  This will provide a "Terrorism 101" introduction and provide links to other aspects of our discussion to come. 

 Because of political concerns, social and economic issues, and cultural differences, terrorism has always been difficult to define at the international level.  Even within the US Government, different departments adhere to differing definitions of terrorism according to their own specific area of interest.  The problem arises when we realize that how we define and describe terrorism serves as the basis for our "plan of attack" to fight against it.  Army Regulation 525-13 defines terrorism as the calculated use of violence; or the threat of violence to attain goals -- political, religious, or ideological in nature -- by installing fear or using intimidation or coercion.  Terrorism involves a criminal act, often symbolic inn nature, intended to influence an audience beyond the immediate victims."
  The Army definition is very clear and comprehensive.  It has evolved over time and encompasses all the varying types of terrorist threats that US personnel may encounter.  Many historical events, whether they were extreme political tools or fundamentalist movements are well described by this definition.  The definition contains all the key elements that should be included in any definition of terrorism such as, violence, fear, intimidation, and the idea that terrorism is a criminal act.  The definition enables us to apply these ideas to present-day events and to develop a workable strategy to deal with the problem.

  The notion that terrorism is the "calculated use of violence" not only indicates that terrorist acts are planned well in advance of their occurrence, it also hints at the concept of international cooperation between groups for support.  The mention of "criminal" nature of terrorist acts serves to remove the political basis, and thereby the moral legitimacy, from the group that commits the act.

  Symbolism is as important to the terrorist as the weapon used to inflict damage.  The benefits derived from the slaughter of undefended innocents are many.  The terrorists is able to make a statement to the world, intimate the population through his apparent lack of regard for the sanctity of life, and ensure success in his operations by attacking targets that cannot fight back.  By magnifying the incident using the media and symbolism, the terrorist can employ fewer assets to accomplish the act and minimize his organization's exposure to compromise or defeat.   

 No matter the group, no matter the cause there are certain characteristics of terrorist operations that go beyond the bounds of any specific group.  All terrorist operations are meticulously planned operations; they have to be to meet the needs of the organization.  The terrorist must succeed failure could mean the end of the organization or death.  

  Terrorists strike with the smallest element possible to ensure security and simplicity of operation.  By limiting the number of people involved in the operation, the terrorist increases the security of his organization.  It really is a common sense rule, the fewer people who know the details of an operation the less likely detection.  Additionally, if someone is detected and captured the damage done will be minimized by the compartmentalization of the information. 

  The other main drive in limiting the size of the element is simplicity.  By limiting the "moving parts" of the operation the terrorist gains efficiency and reliability.  Companies may use the same general logic in downsizing, but for the terrorist it is more clearly tactical.  The smaller the group the more cohesive and the easier the command and control.  A cohesive team and effective command and control are two essential for effective operations in any organization, a terrorist group is no different.

  Finally, the terrorist is a rational actor.  He will take the easy target before going after a tougher one.  To help ensure success a terrorist will attack targets that have a weak security profile.  There is an old terrorist proverb that goes "When you are hungry why hunt for tigers when there are plenty of sheep around."  Lets face it, most people are sheep.  People are very often very closed and contained in their own worlds of work, family and home.  That is normal, it the part and parcel of the routine of life.  The terrorist seek routine because in routine lies weakness and insecurity.   Time and again we will find that victims of terrorism have weak security profiles and they are slaves to routine. 

  I am not suggesting that we all find different ways to post and that we observe our quarters before we go in every time we come home.  There is only so much that we can do and frankly, at this time there is no clear or identifiable threat in Europe.  The real truth is that the only certainty we have today is change and that holds true for our security as well.  

 World events have forced us all to become more aware of threat potential and how that potential can influence and impact our lives.  The fact that you are reading this is proof that terrorism has impacted your life in a small way.  Living in the states gave you the security of the masses.  In Germany, that security is far less complete.  

  There are common aspects to all terrorist operations.  Being aware of them will make you better able to gage and respond to increases in threat conditions.  No matter the group or the cause, all terrorist seek to incorporate the following characteristics in their operations.

  DYNAMIC Terrorist operations are dynamic because they become instantaneous media events. The event takes on a larger than life quality; the event has the ability to generate press coverage and builds momentum as reports move out from the source.  Terrorist events have the ability to grab our attention and hold it; they have energy.

  A truly well planned and executed event may become a defining moment; people will remember the event and associate other events with it.  The Kennedy assassination was a defining moment for a generation of Americans.  Terrorist actions at the 1972 Munich Olympic Games form defining moments for many Germans.   Though too soon to tell, the Oklahoma City bombing may become a defining moment for other Americans.  A truly dynamic terrorist event strikes at the emotional core of the person and always generates a reaction.

  SIMPLE Terrorist operations are labeled as simple because they are relatively easy to command, control, and support.  It is easy to see the difficulties a group would encounter in the command, control and support of a large military or paramilitary organization.  Consider the Army as an example; logistics and organization are everything.  Terrorists try to keep their operations simple and limit their numbers to a small group of well-trained and dedicated individuals.  Applying the "KISS Principle" (Keep It Simple Stupid) serves to enhance the planning as well as the conduct of terrorist operations.

  Another consideration for keeping an operation simple is security.  The less complicated the operation the more secure the terrorist is from discovery or interception.  Using trusted couriers and computer disks for communications reduces the chances for interception and keeps communication simple and direct.  The shorter and straighter the lines of command in an organization the better the information flow.  This is as true for a terrorist organization as it is for a business organization.

  HIT AND RUN Terrorist actions are hit and run out of necessity.  The terrorist does not have the strength either in numbers or firepower to take on a conventional military force or a paramilitary force in a toe to toe exchange.  The terrorist wins by placing his strength against the adversary’s weakness and by limiting his exposure time to retaliation.  Terrorist actions are normally single events for this reason.  It takes about six months to plan and execute a terrorist strike.  Since most organizations are small and always facing logistical challenges the attacks are short duration and directed against a limited number of targets.  The threat of terrorism is persistent, but the real danger of attack is very limited.  

  IMPACT The goal of every terrorist action is to make “CNN Breaking News.”  The physical destruction and casualties resulting from a terrorist action are designed for their impact. Terrorist groups are small and not very powerful when compared to their target, but by attacking weakness and gaining access to the media the terrorist is able to make himself “larger than life.”  The impacts of terrorist actions make their way into all our lives.  Bin Laden’s bombing of our embassies in Africa has lead to changes in all our lives.  Changes we see on a daily basis and changes that will probably be with us for much longer.  Guards at the gates, vehicle inspections, roving patrols are all examples of how terrorist actions come into each of our homes.

  Impacts that we do not see as readily are financial and hit us in the another sensitive area, our pocketbook.  Ten to 15 percent of the cost of an airline ticket is linked to added security requirements resulting from terrorism.  This year the US Government will spend millions of dollars on counter terrorism activities.  That is money that could have been used to educate your kids, take care of aging parents, and fund social security for baby boomers.  

    For the terrorists getting impact from a terrorist operation does not stop with the visual coverage provided by the media.  The real impact the terrorist seeks is normally directed at making a political change or maintaining a state of chaos beneficial to the terrorist organization. The political impact of a terrorist attack can have a far longer and greater impact than that of the media. 

  MARINE BARRACKS, BERUIT  There is no better example of the impact of a terrorist action than the 1983 bombing of the US Marine Barracks in Beirut.  Terrorist were able to gain instantaneous worldwide television coverage and make a major impact or world political policy with the commitment of one truck, 5,000 pounds of explosive and one Islamic radical.

  Lebanon had been in a state of turmoil for months.  Civil war raged in the streets between Christian and Muslim fighters and Israeli artillery hit positions of both in the city.  To try and keep opponents apart long enough to get parties to the negotiation table the US committed a battalion of Marines to the city.

  It was a very dangerous situation and all knew the potential consequences of the action.  Initially, all appeared to be going well.  There was sporadic gunfire, but nothing directly affecting the Marines.  There appeared to be an uneasy truce between warring factions.  

  In reality there was a halt for reconnaissance activity directed at the Marine compound. Hezbollah fighters did not want the US ashore in an Arab state and the group did not want an end to fighting until they had gained all their objectives.  To Hezbollah, US presence was unwelcome and had to go.   

  Weeks or reconnaissance revealed that the Marines were operating under a very rigid set of rules of engagement.  In fact, the Marines guarding the entrance to the barracks area did not have ammunition in their weapons. Additionally, observation of obstacles revealed that it was still possible to get a vehicle around the obstacles and into the compound using the weight and speed of a heavy truck.  This was made possible by the Marines inability to fire in self-defense. 

  The plan began very simple.  Load a truck with 5,000 pounds of explosive, insert one radical extremist as a suicide driver and drive the truck around the obstacles, through the gate and into the barracks.  You cannot get much more basic than a frontal attack coming right at you through the front door.

  The effect was dramatic.  The explosion left 244 Marines dead and scores maimed and wounded.  Images of the attack were carried around the world moment after the attack had taken place.  The political impact of the attack cannot be measured.  US Middle Eastern policy was in tatters.  The US withdrew all forces from the region and the chaos and tragedy of Lebanon continued unabated for another three years. The region has yet to fully recover. Israeli Forces continue to occupy security positions in the south of the country and strike Hezbollah targets in the North.  The terrorist goes for dramatic impact initially and couples that with sustained political impart leading to permanent change.  This, in a nutshell, forms the terrorist objective and goal in conducting operations.

   TV and Terror  The rise of international terrorism in its current form can be traced to America’s experience in Vietnam thirty years ago.  Just as Americans watched the war each night on television screen so did much of the world.  The impact of the media broadcasts on the will of the American people was unmistakable.  To many dispirited groups it became increasingly clear that if they wanted to get the attention of the world they had to coop the support of the media and violent attacks on innocents was a sure way to get coverage.  

  For the media, the terrorist is news and news that gets ratings.  Ratings mean money and money profit.  The relationship between the terrorist and the reporter is a very old story of mutual exploitation.  Both gain from relations with the other and without the relation the terrorist would not be able to gain impact, support or recognition for his cause. 

  The manipulation of the media for terrorist gain will continue, as will media coverage of terrorist operations and incidents.  To their credit the media have made efforts to limit coverage of actual terrorist incidents and have tried to avoid providing the terrorist with a platform for expression.  We will never be able to fully eliminate this manipulation, but being aware that the relationship exists will make us better able to focus on substantive issues and not sensationalism.

  Meticulously Planned  Often we do not give the terrorist the respect he deserves.  Terrorist operations are meticulously well planned; they have to be the lives of the terrorist and the existence of the organization depend on success.  Terrorist have the advantage of the attacker; they chose the time, location and target of attack.  

  The terrorist will take all the time necessary to gather the intelligence required for the attack, assembly the logistics necessary to support the action and develop the best plan to support an attack.  Time is very much on their side and they will make the best use of the time to prepare the strike.  A well-planned operation will lead to success and impact.  An operation that lacks planning will lead to defeat and counterstrike by either military or police organizations.  In the end a failed terrorist strike often is the end of the organization.

  The 1978 kidnapping of former Italian Premier Aldo Moro is an example of the expertise of terrorist planning and execution.  The Red Brigade completed extensive surveillance of Moro and discovered him to be a creature of habit with a very lack security detail.  The terrorist picked the location for attack and set the conditions for surprise and overwhelming firepower at the point of attack.  Success depended on timing and execution.  The operation once initiated lasted less than 30 seconds, killed five Italian security policemen and ended in the successful kidnapping of Moro.  The SAS or Delta Force could not have done better.  Terrorist are very good because they of their meticulous planning.

  SECURITY PROFILE Most people are so caught in their own daily life and routine that they have time to think of little else.  Many times we do not take the time to really exam issues or think about the consequences of our actions.  That is why accidents happen, right?  We just were not careful and we did not consider the consequences.  

  I don't mean to sound critical, but we do make ourselves easy targets at times.  As we saw in the Moro case, terrorists look for targets that are predictable and that take chances.  In doing this terrorist increases his changes of success and survival in operations.  Terrorist are human, they look for the easy way.  How many of us do the same?  

 Awareness and anticipation will go a long way in helping to keep you safe.  The more aware you are the tougher you will be to target.  You do not have to be paranoid and overcome with worry.  There is no reason to be you just have to use common sense and not take unnecessary risks and changes.  Like the old joke concerning two guys who have just encountered a bear, One man immediately bends over and begins to retie his shoe.  The other asks “You think that will make you able to out run that bear?”  Our hero responds, “I don’t have to out run the bear.  I just have to be able to out run you.”  That is all we have to be able to do as well.  We just have to strive to be a tougher target than the other guy.

  TERRORIST AARs  The After Action Review (AAR) is a key to effective Army training. Taking time to review an operation immediately after is the best way to effect learning.  If we are able to look at our performance and determine what we did right and what we did wrong, then we are able to sustain what we did right and focus to improve on what we did wrong.

  This works so well for the Army that terrorists have adopted the concept.  Terrorist conduct AARs and they have found that the AAR works well for them as well.  Terrorists examine operations, their operations and the operations of other groups as well.  By looking at operations they are able to learn and to make the adjustments required to ensure success and to improve performance.

  In the past the Red Army Faction examined failed operations against high profile targets and made modifications to subsequent planning incorporating lessons learned from previous experience.  Arab groups have built and improved capabilities based on years of operational experience in the Middle East.  Recently, Bin Laden has changes his communications and planning procedures based on lessons learned from American attacks in Afghanistan.  As our anti-terrorist capability increases so does the capability of the terrorist to meet the challenge.  The increasing ability of terrorists organization should come as no surprise and we should continue to expect improving capabilities as terrorist organization learn and adapt new technologies to their ends.  

  Terrorist think small.  Terrorists strike with the smallest element possible. Normally, the only thing that is big about a terrorist organization is their image in the press and our fear of them.  With few exceptions, terrorist groups are much smaller than we think.  There are groups that count their sympathizers in the thousands.  Their fighters are much smaller in number.  It is one thing to express support and it is another to be willing to take part in a terrorist act.  The largest terrorist organizations have no more than a few thousand members.

  Terrorists strike with small elements because they really have no choice.  A terrorist group cannot stand toe to toe with a police or military organization and hope to survive very many encounters. To win the terrorist must strive to place his strength against our weakness.  In this way the terrorist is able to achieve numerical advantage or at least weapons parity at the point of attack.  If the terrorist can gain parity, they can gain superiority through audacity.  

  Using a small attacking force gives the terrorist other advantages.  Attacking in small numbers lessens the terrorist command and control challenges.  Making decisions and providing effective and timely command and control to an organization is never easy.  The military has had 5,000 years of experience in doing this and still command and control remains and art and not a science.  The terrorist cannot possible meet the challenge of command and control in large numbers.  While the terrorist is better trained than we give him credit for, there remain some real limitations to his abilities.  Operating in small groups makes command and control easier to effect and execute.  Small groups are more streamlined and efficient.  These are two qualities that a terrorist must have to be successful. 


  Finally, small groups are better able to maintain strict security.  Obviously, the more people that have knowledge the less secure the information or operation.  Keeping information and contacts limited to a small group allows for greater security and simplicity in operations.  It further preserves an organization's assets and resources.  If a member of the organization is captured his ability to reveal personnel and plans is limited to only that small portion he knows.     

 TERRORIST ORGANIZATION  Terrorist organizations have a military-like structure.  Terrorist organizations have a national command, subcommand and finally a cellular structure.  Terrorist organization are highly compartmented and diffused networks and maintain this structure to support security requirements.  In most cases, members of the organization will know five or fewer other members and contact between other divisions of the organization will be quite limited.  

  The national command structure functions to set the policy, plans and ideology of the organization.  The national command directs the beliefs of the organization and establishes targeting criteria.  They determine who is the enemy and how the organization will go about attacking the enemy.  The national command also makes decisions concerning the general direction of the organization and how the organization's objectives will be implemented.  

  Normally, the members of the national command are educated professionals whose identity is not known to the general public or to other members of the organization.  While Bin Laden as been a very vocal figurehead of his terror network, other key members of the organization are less visible.  Mohammed Salim, Bin Laden's chief financial planner, was captured north of Munich in early fall 1998 based on a review of an airline flight manifest.  Bin Laden visibility is largely directed to help recruitment and is aided by his exile in Afghanistan. 

  Regional subcommands direct the operation of the group in their respective areas and implement the guidance of the national command.  They facilitate operations by supporting the operation of cells in their area.  They maintain key contacts with political, economic, religious, and media representatives that provide a measure of support to the organization in the area.  In some cases, these organizations have a business, humanitarian, or nonprofit face.  They operate as cultural societies, benevolence societies, or business enterprises that function as part of the larger community.  These organization are not directly involved in terrorist acts, but provide the essential services of setting up meetings, communication, and safe haven links to members of the organization that are involved in mission planning and execution.     
  Cell Structure  The basic organization of a terrorist group is the cell.  Terrorist cells function in much the same way as a military staffs and serve to identify targets, plan operations, supply the material needed to strike. Cells either perform an operation, intelligence or logistical function.  In many ways they conform to the Army's staff organizations the S2 (Intelligence), the S3 (Operations) and the S4 (Logistics).

  Intelligence Cell  The Intelligence cell is the largest and the most professional of terrorist cells.  The intelligence cell identifies and refines targets for attack.  New members of a terrorist organization often begin their service in the intelligence cell since there is a great need of news faces to conducted surveillance of a target.  The intelligence cell needs a supply of people who can escape detection and get close to a target to begin the reconnaissance.  

  This early stage of reconnaissance is important because it is here that we have the best chance of detecting and preventing the terrorist action.  Reports of unusual activities in your community, or strange vehicles or persons in the area could be of great importance in detecting early surveillance.  Making the early detecting will drive the terrorist to another target and deflect the action to another area.  Being alert to things that are out of place or not normal to the area is the best way we can intercept an impending action.

  If we fail to detect initial surveillance and the planning continues, the intelligence cell will pull back it new members and replace them with more experienced and professional members of the cell.  Surveillance will become more sporadic and focused on filling in gaps of information that the group needs to support the attack.  

  In later stages, we may not be able to detect the operation of the intelligence cell.  Members of the intelligence cell will provide final target information and depart the area prior to the terrorist act.  Experienced operatives are hard to replace and the organization cannot afford their loss.  As members of the intelligence cell depart the area, we are nearing the climax phase of the terrorist event.

  Operations Cell  As the intelligence cell is building the picture and detail of the target, the Operations cell is planning the operation.  The Operations cell is the coordination hub of the organization pooling information from the intelligence cell and coordinating with the logistics cell for the tools to conduct the strike. The impact of the operations will only be as great as the plan supports.  Each detail of the operation is planned with meticulous detail and precision with an eye directed on the desired endstate. 

  The initial plan is confirmed and updated with information received from the intelligence cell.  Rehearsals are conducted with growing complexity and detail.  Some may even be conduct in the target area.  The intent is to make the plan as free of error as possible and to plan for all possibilities.  The organization will get one chance at the target.  The cost has been months of planning and the risk of detection and compromise of the organization.   As the organization enters the climax phase, the Operations Cell will finalize the plan, incorporate final intelligence and position the operatives who will carryout the attack.

  Auxiliary Cell  The logistical cell handles the supply function while intelligence and operations focus on target selection and planning.  The logistical cell contains the bomb markers, travel agents, and real estate planners.  After the target type is identified the logistical planner moves to arrange for the necessary materials to conduct the attack.  After the target area is identified, the logistical cell arranges for housing and safe haven areas that will support the operations of the team.  Care is taken not to located members of different sections in the same area.  Operators and intelligence personnel will never occupy the same area and, in most cases, do not know one another.  

  Once the target is selected the logistical cell will finalize weapons selection, construction and shipment to the target area.  The logistical cell will arrange transportation for members of the operation cell to the target area.  Finally, members of the operations cell will plan for safe house and routes out of the target area after the attack is completed.  

   Terrorist Operational Phases  No matter the group or the area of the world terrorist plan and move through the same general stages to conduct an attack.  The general awareness of operational stages will make us better able to predict and intercept terrorist operations.  The phases of a terrorist operation include the Pre-incident Phase, the Incident Phase, the Climax Phase and the Post Incident Phase.

  Pre-Incident Phase  The preincident phase is characterized by reconnaissance, initial planning, target identification and mission rehearsals.  The preincident phase is significant, in that, it is in this stage that we are best able to identify and interdict the terrorist.  The terrorist is most vulnerable here.  The most inexperienced members of the organization are working the preincident phase and are the most prone to make a mistake.  

  It is in the preincident that target selection is made.  If the terrorist determines that the target is too difficult or security is unpredictable or too aware, they will select another target.  Planning and operational rehearsals all begin to take shape in the preincident phases molded and focused by continuing intelligence and surveillance.    

  Incident Phase  As the terrorist enters the incident phase the target has been refined to a degree.  Targets that were too difficult have been deleted and reconnaissance withdrawn, while targets that we detected as weak will continue to be a focus of collection.  

  This brings about an important change in the efforts of the intelligence cell.  In the pre-incident phase the intelligence cell made use of newer members or of untrained volunteers to collect initial targeting information. The intelligence cell did this because the person collecting the information had to be able to withstand an identity check.  

  Terrorist groups do not know what documents or checks the target will ask for or conduct on first meeting.  They will use someone who will raise little questions or concerns initially, but unskilled people soon lose their value.  To get refined and usable target information the terrorist groups will need to bring in the professionals.  The terrorist group will not waste this asset on a target of limited value; hence professional members of the intelligence cell will only conduct reconnaissance of selected targets.  

  The problem that brings up is that professional members of the intelligence cell will be very hard to detect and they will know exactly what they are looking for at the target.  So the danger to the target residence has increased substantially. 

  During the incident phase the operations cell has formulated a plan and has begun to conduct rehearsals of the operation.  Members of the attack team are selected, trained and positioned in the target area.  Communications plans are finalized and escape plans are complted and resourced.  

  The logistics cell has gathered supplies and positioned equipment to support the operation.  The builder of the device will likely be moved to a safe house in or near the target area to build the device.  The logistic cell will establish a number of safe house locations and hide positions in and around the target area to supply the deployment of intelligence and operational members to the target area.  The logistic cell will finalize escape plans for operators in this phase since the job of the intelligence cell is just about over.

  Climax Phase  Just before execution of the attack, members of the intelligence cell will leave the target area and move to safe locations either in the country or they may leave the country altogether.  The intelligence cell's work is done and members of the cell will be needed for subsequent operations.  

  Deployed members of the logistic cell will depart the operational area for much the same reasons as members of the intelligence cell.  The logistics cell has completed the majority of their work by this time.  Those that remain behind will be involved in supporting the after action escape of members of the operations cell.   Bomb makers and key support operators will depart the area.  The organization cannot afford their lost.

  Members of the operations team will conduct final target area reconnaissance if leaders feel that it is safe.  Seeing and being in the actual target is of great benefit and if possible the terrorist will conduct this reconnaissance.  Once completed the operations members wait for an order to execute the attack.  As terrorist groups grow in sophistication and ability there will often be more than one target and more than one team on operations.   It is possible that not all teams will get the order to execute their planned mission.  Once the order is received the terrorist act is completed.

  Post Incident Phase  In the post incident phase the terrorist groups escapes the incident area, regroups and conducts after action reviews (AARs) of the operations.  Terrorist groups do conduct very extensive AARs to gain and apply the lessons learned from the operation.  Terrorists do learn and adapt.  This reality can be seen in the dramatic increases in lethality and operational ability of terrorist groups.  

  It is during this AAR process that terrorists determine how they want to "spin" the terrorist event.  Terrorist do not always immediately claim responsibility for their work.  In most cases the group will wait and see how CNN portrays the events and try to fully determine if the event meets their goals and expectations.  If the attack was less than successful, the group may not want to take credit for the action.  Even terrorists do not want to look bad.

  A terrorist group never claimed responsibility for the attack on the Khobar Towers Housing Complex in Saudi Arabia. The Saudi Hezbullah is the most likely group.  The terrorist may have feared US counteractions if they claimed responsibility.  In truth, that is probably the reason, but it is equally true that the operation failed to meet terrorist expectations.  The failure is linked directly to an amateur mistake of the terrorist planting the device.       

  The truck used to carried out the attack was parked with it's rear to the wall of the compound.  The explosive was contained in the trailer of the truck.  Upon detonation, the building sustained the blast effects only from a small portion of the blast.  Had the terrorist parked the vehicle parallel to the wall the building would have received the full effects of the blast and the causality count would have been far higher than the 19 who died.    

   In many ways we were lucky at Khobar, but that luck will not hold and we cannot depend on the terrorist making mistakes.  Terrorists make few mistakes in execution.  What we can depend on is the terrorist learning from each operation and from the operations of other terrorist groups.  We know that terrorist will continue to increase their capability and refine their operations to meet new challenges of interception.  

  No matter the group, not matter the location, terrorist commit the same types of operations to support their goals.  The operations form the standard operating procedures of terrorist groups and direct much of their training and logistics activities.  It is through these actions that we come to know the terrorist, his organization, and the goals of the organization.  The terrorist menu below covers the "meat and potatoes" operations of terrorist groups.

  Bombings  No surprise that bombing form the favorite and best known form of terrorist operation.  Terrorist love bombs and with very good reasons, bombing is simple, requires few operators, can be supplied with easy to get materials, and always has great media impact.  The terrorist cannot ask for anything more!    

   Arson  Not really a major action of terrorist, but one that is sometimes used as an enforcement tactic.  In Germany the PKK sometimes uses arson and the threat of arson to get contributions from Turkish businessmen.  On a few occasions arson has been used against theaters to produce mass casualties.  Arson is an option open to the terrorist, but has not been a selected attack method very often.  Using arson as a terrorist weapons sometimes reflects a young or immature terrorist group;  Neo-Nazis might use arson, Bin Laden would not.  

  Kidnapping/Hostage Takings  The key in both of these actions is who controls the area where the incident occurs?  A terrorist group can be successful in taking hostages in Beirut, but success in Germany would not be great.  If the security environment in the target area is weak kidnapping and hostage taking are options open to the terrorist.  If the area has a strong security environment, like Germany, the chances for success are much lower.  While some terrorists are suicidal, terrorist planners are normally not.

  Hijacking/Skyjacking  A  high percentage of hijacking are successful; the terrorist will get away with his crime.  Yet, hijackings do not happen that often, why? The increasing security at airports and on airlines.  Unfortunately, we all pay for this.  Anytime you purchase an airline ticket 10-15% of the cost of the ticket is there to meet security requirements.  Updates to airport security are not cheap and many are funded with our tax dollars.

  Assassination  Assassination is an operation that will guarantee media exposure and coverage if the victim is a prominent person.  Still, the victim does not have to be a VIP to get attention.  Look to Ireland to see any number of tragic examples of how innocents can be used to manipulate a political situation.  If the victim is prominent, assassination is a very difficult mission and can only be a course of action only open to the most professional of terrorist organizations.  It is possible that the Bin Laden organization may move more in this direction in the future.  Bin Laden has planned to kill the President and the Pope in the past.

  Ambushes/Armed Assaults  Conventional tactics used many time in the Middle East.  Successful operation requires that the organization has some support structure in the area where the attack will take place.  Normally these actions will occur in areas where the terrorist group lives and operates.  Southern Lebanon, eastern Turkey, the West Bank all are examples where these tactics can be successful used and is likely to continue.  

  Maiming  Maiming is normally an operation carried out as a means of intimidation either against other members of the organization or against a person seen as acting contrary to the interests of the terrorist organization.   Collaborators or police informants are normal targets for example.  Northern Ireland has had its share of "kneecapping" or gun shots wounds to the knees in the last twenty years.  In Asia, throwing acid in the face of the offender is a common practice.  The resulting permanent disfigurement will send a daily message to all of the cost of crossing the organization.

  Where is terrorism taking us?  Terrorism impacts all our lives.  Often we do not consider this reality.  We think only of the direct victims of terrorist attack, but we do not see that we are all indirect victims of the terrorist.  The increase in fear, protective measures, political manipulations and the inevitable cost of antiterrorism measures has an impact on us all.   

  We have all given up part of our civil rights willingly to hamper and stop the terrorist.  We subject ourselves to searches and intrusions that a couple of decades ago would have been intolerable.  Our backgrounds are checked with our bags at the airport.  The bags are searched.  We are locked up for hours before the flight.  By entering a military installation you give up a portion of your right to privacy.  You agree to search by coming on the installation.  You do not have the option to say "no."  

  We have given up these rights for a perceived greater good in terrorist prevention.  The "perceived" portion of this is the belief that the Government will not misuse it's growing intrusive power.  We all know that once a freedom is lost it is very hard to regain.  We often do not think about what we have lost as the result of terrorism.  In truth, many are too young to remember any different, but the truth is, the way we view security today is different from the world I grew up.

  Impacting directly on our soldiers is the growing normalcy of using soldiers and other paramilitary forces to provide deterrence to the terrorist.  In the past we would have been startled to see soldiers in our housing areas.  Today, it does not generate any real comments.  Machine guns are a common sight in any European airport.  They are there for a reason, but we often do not see the reason or even think twice about the potential danger.  The airport is the most dangerous aspect of flying and it is the biggest terrorist target associated with air travel.  

  Our soldiers spend countless man-hours performing counter terrorist missions that they were not trained to do and never thought they would be doing.  This impacts on unit operations and training Army-wide, not just in Hohenfels.  The corresponding impact on morale and mission performance will come as the duration of the mission continues.  So will the complacency that comes with anything that is done so long that it becomes routine.  Bin Laden is impacting operations at Hohenfels and has been since August 1998.  He will continue to do so for the foreseeable future. 

  We see and we hear the impact of these missions on the soldier.  What goes without notice sometimes is the corresponding impact on services that we provide to soldiers and families.  Problems and shortages in parking are immediately noticed and resentments voiced. When paid, promotion and assignment orders are a day or two later being serviced because the personnel clerk responsible for submitting the change was on force protection duty, we often do not see that impact.  Nor, do we see the impact on the Engineers in providing customer services when they are involved in building vehicle inspection points.   Force protection eats up resources and time of all involved in keeping the organization running.  The impacts are felt community wide.  

  There is an unseen financial impact of terrorism as well.  This year the United States Government will spend millions on terrorism counteraction.  Next year it will be more.  That is your raise.  That is the education of your children.  That is the care of your aging parents.  That is your own social security baby boomer.  The cost of terrorism hits us all and in many ways that we do not see or consider.

  Terrorism is an attack against the weak and innocent.  Terrorists do not target groups who can effectively strike back.  A terrorist attack is not a "fair fight," it is a fight where the terrorist will have tactical superiority at the point of attack.  If the terrorist cannot achieve tactical supremacy at Object A, he will attack Objective B.  We may not know where Objectives A or B are, but we do know that the occupants will be, in the vast majority of cases, innocent of any wrong doing.

  We have all heard the saying that "One man's terrorist is another man's freedom fighter."  In reality there are three perspectives to a terrorist attack.  There is the perspective of the immediate victim of the attack.  There is the perspective of the media and how they portray the terrorist attack and the terrorist group who conducted the attack.  Finally, there is the perspective of the rest of us as we watch and read about the attack and those who executed the act.

  Terrorism is not a "black and white act."  How you view the act will be formed by who you are as a person just like anything else that you do or observe.  God knows what is truth, the rest of us mere mortals just know how we perceive truth.  Terrorism demands the ability to think "outside of the circle," the ability to see the issue from other sides and other perspective.  Doing that may be hard, but this is the only way that we can begin to understand the dynamics of the situations. 

  The intent of this chapter was to make you aware of the dynamics of terrorism.  It was not designed to make you paranoid.  The threat of terrorism is real and we are more vulnerable while serving in overseas areas.  We present symbolic targets and have a level of accessibility here that we do not present in a CONUS location.   

 In Germany force protection is the responsibility of the host Government and it is a responsibility that the Germans take very seriously.  Soldiers and commanders in USAREUR have made force protection the number one priority of the command.  We all should do the same.  It is only through this united effort that we will be able to deny opportunity to those groups that seek to do us harm.  If, after reading this chapter, you have additional questions or concerned, do not hesitate to leave those at our door.  You can reach the Security Office by calling DSN 466-2793 or 92.             

Don Lawson






Security Officer

Chapter 10 Hostage Survival

Strange things can happen sometimes.  I am probably the only person you will ever hear of who has been bitten by a poisonous snake in Germany.  Germany has one poisonous snake, the European Long Nosed Viper and I stood on top of one.  Bite me three times, as I watched!  Who would have thought that could happen in Germany!  

 Hostage survival may seem like an extreme topic, but looking at our headlines over the last few years it really isn't that far fetched.  Beyond the terrorist threat, the potential of hostage situations has increased in our schools and workplaces.  Workplace violence is at an all time high.  Fact is, you can never be too prepared or too well informed when it comes to your personal safety.  There are snakes in places that we do not expect.  

  Another reality is that you probably have never discussed this topic before or have even given it a passing thought.  Maybe you thought about for a moment while watching a Bruce Willis movie.  Problem is the person you deal with in real life is not following a script where he is guaranteed to die and you are guaranteed to live no matter how many rounds are fired.  In this last chapter of the handbook lets take a look at the hostage taker and hostages situations to gain some insight in how we can improve our odds, just in case we meet a snake in an unexpected place.

  Hostages are taken for a number of reasons.  Sometimes the hostage taker has a highly detailed plan with well-defined objectives.  The hostage taker selects his targets because they are prominent figures, to gain publicity for his cause, to eliminate a source of trouble, or just because the captors hate the person or what they represent.  At other times the hostage is taken as a matter of circumstance.  It may have just "seemed like the thing to do at the time."  Events sometimes drive a situation to a conclusion that is unseen or anticipated by the participants.

  One of the first and most critical estimates you must make is related to the motivations of the hostage takers.  This will determine how you approach and relate to the hostage taker.  For obvious reasons it is important that this estimate be as accurate as possible. 

  The taking of hostages will be directed at supporting the goals of the group.  Those goals could either be directed at revenge, establishing political leverage, or for simple profit.  Knowing why you were taken hostage will help establish the ground rules for your captivity.  Expect little from a group driven by revenge.  If, however, profit or political gain motivates the group you can expect more tolerance.  No matter the motivation you are still a hostage.  It will not be pleasant in any case, but knowing the group's motivation will provide indicators toward the treatment you can expect.

  It is important that you remember a few general facts related to how terrorist organizations are structured.  Terrorist organizations are diverse with many segments of society represented.  The leadership of these organizations are generally professionally trained and intelligence people.  You will not come into direct contact with many of these members.  In many cases other members of the group do not know them either.  They are in control, but they normally exercise that control from a distance. 

  A number of members of the group may come from those who are disillusioned for one reason or another.  They may feel victimized and powerless and because of these feeling they move toward extremist organizations.  Skinheads in Germany and right wing extremist in the United States are examples of how the disillusioned can be pulled into the orbit of extreme groups.

  Some members of the group are there because they like it - they are sociopaths.  Others may be mentally ill.  Not much you can really do about these members of the group.  Identify them and avoid them when possible.  Knowing who they are and establishing an early reference will help insulate you to a degree.  

 Hostage takers generally fall into one of two broad categories: either political or religious extremists.  Certainly there are times when a fleeing criminal will take hostages to gain leverage from the police.  Someone who feels they have been wronged in some way will sometimes take hostages to try redress the wrong.  Think of "going postal here."  At other times a mentally disturbed person will take hostages, but in doing so the hostage taker is acting out without a real plan or direction.  It is the religious and political extremists that are masters of the hostage situation and it is from these groups that the main threat exists.

  Political extremist.  If after making your assessment you determine that a political extremist is your captor you are in the best of bad situations.  The political extremist has a goal for his action.  He has a plan for what he is doing and you are part of that plan.  Normally, he is not suicidal and his organization is more structured and disciplined than other extremist groups.  Politicians love to talk and compromise is an essential part of politics.  The political extremist is looking for discussion and you are the tool he will use to gain a dialog.  He wins as long as he has you and as long as you are safe and healthy. 

  Religious Extremist.  The same willingness to discuss issues and find a solution is not true of the religious extremist.  The religious extremist is convinced of the rightness of his cause and the corruption of others.  He is dogmatic and not prone to be open to discussion.  The discipline and measured violence charactertic of the political extremist is not present with a religious extremist.  The religious extremist is more prone to irrational conduct and his value system may direct a violent resolution to situations.  A death wish may be part of a religious extremist's plan.  The religious extremist offers the most erratic and potentially dangerous hostage situation.  

  Up to now we have been dealing with basic information as background.  Being a victim of a hostage situation is not likely, but possible for all of us.  If in a hostage situation knowing the motivation of the hostage taker is key to success and survival.  That being established, lets move the discussion to strategies that will help you adapt and survive in hostage situations.  

  The Moment of Capture.  The moment of capture will be dramatic and shocking.  You may feel that this is all just a big joke, "that is cannot be happening to me."  I felt the same way when I stood on the snake.  Felt is strike me the first time, watched it strike two other times in disbelief.  

  Fear is a marvelous human quality. Developed over millenniums of evolution, fear has helped us survive as a species in a dangerous world.  While an essential emotion, fear must be controlled to be effective.  This is especially true at the moment of capture.  At the moment of capture you will find yourself in that old "fight or flight" syndrome - run or punch the guy?  

  At the moment of capture it is better for you to opt to fight fear, resist the urge to run, and stay calm and wait and see what happens.  You must always remember that at the moment of capture the hostage taker has all the advantages.  He is armed, he knows what will be coming next, and he must stay in complete control to make this work.  

  An old Chinese proverb says that "If you kill one you will scare a thousand."  That is very true and the hostage taker knows that as well.  If you fail to follow instructions, if you give the hostage taker problems, if you stand out as a potential problem you will challenge the hostage taker.  Later on, after the capture is completed, the hostage taker will be more patience, but not now.  

  The moment of capture is filled with adrenaline and testosterone.  To maintain control the hostage taker is very likely to strike hard at those who challenge his control.  In doing so he will set an example for the others.  The hostage taker may not have any intention of harming anyone, but if you give him a reason he will.  The hostage taker is psychologically prepared to commit kidnapping; assault and murder are not that far away. 

  The moment of capture is the most dangerous time in a hostage situation.  The potential for violence is greatest at the beginning of a hostage situation.  You must assume that the hostage taker has planned this event.  You will be able to see the level of planning very quickly in how the group behaves and reacts to situations.  Escape may be unrealistic and an escape attempt may not be worth the risk, especially if the hostage takers appear to be well organized and armed.  The hostage taker will attempt to control the immediate area and the situation.  At the moment of capture the odds are in his favor, not yours.

  To improve your odds remain calm and control instinctive behavior.  Do what you are told - follow instructions and create a nonthreatening image.  A lesson we seem unable to learn is that an aggressive action elicits an aggressive response as much, if not more often than it does submission.  "Those that live by the sword, die by the sword."

  It is very important at this time to do what you can to avoid personal injury.  If the hostage taker want to hood you or tie your hands let them.  Fighting would be fruitless and engender a response from the hostage taker that you cannot control.  You do not know how long this situation will last.  It might be over that day.  It could last 444 days like it did for our Embassy staff in Tehran or it could last for seven and a half years like it did for Senator McCain in North Vietnam.  Point is, sick call could be a long time in coming and a minor injury can turn into a major problem when not treated.  Avoiding injury is essential for your general and long-term health.  

  In most cases you will be transported from the capture location to a safe house or area very soon after capture.  The hostage takers for control reasons will limit your visual senses.  I used to command an interrogation company and I was amazed at how easy it become to handle prisoners once they were hooded.  Limiting someone sight immediately and profoundly affect movement and emotions.  When hooded, people will not run, nor will they fight - they become sheep to be herded. 

  At this point you are less threatening to the hostage taker.  They will let their guard down somewhat, the capture is over and they have a chance to go over phase two.  While they are planning this will give you a chance to collection and analyze information.  This is your opportunity to do some active listening.  You may not understand the language, but you will understand the infliction and tone of the voice.  You will be able to determine the level of organization and general attitudes of the group.  If they are loud and appear to be engaged in arguments among themselves they are amateurs.  If they are orderly and calm, providing instruction as required they are an organized cohesive group.  If they limit conversation only to essential matters related to your movement and safety, they are very professional.

  This period of "active listening" is very important in providing you with information related to the goals, nature of the group and sophistication of the group.  From these observations you will be better able to gage how to find rapport with the group and make the best of your situation.  You have to find a way to improve the odds and looking for clues in the attitude and behavior of the group is a good place to start.  

  Remember that this situation is temporary and after it is over you will be asked to provide details of the experience.  The more you remember and the better able you are in providing details will help others in situations and help authorities arrest and convict those responsible. Use all your sense to collect information and try to remember as much detail as you can.

  Building Rapport. In basic training soldiers quickly learn the "go along, get along concept." You never want to be singled out from the crowd, so you adapt and conform to the dominant views of the group.  This is a natural process; it happens without out even being aware of it.   The stress of becoming a hostage will have a significant psychological effect and the hostage can expect some alterations in behavior as the result.  One way that the behavior change may manifest itself is the aligning of the hostage to the hostage taker views.   Psychologists have labeled this modification of behavior the "Stockholm syndrome."

  The name comes from a bank robbery in Stockholm in 1973.  After being held in the bank by the police the robbers took four-bank employees hostage and held them for five and half days.  Interestingly, the hostages took on the beliefs of the robbers and saw the police not as agents of their rescue, but as opponents in struggle.      

  In the siege environment of the bank the hostages had unconsciously bonded with the hostage takers.  The group became sort of a perverse team.  The situation took on an "us vs. them" favor.  The hostages had gotten to know the hostage takers on a human level and had adopted some of their philosophy as their own.

  This is not the first time that studies have noted this occurrence.  As concentration camps were liberated at the close of World War II it was not uncommon for prisoners to hide and protect the guards.  When the three American soldiers were released from Serb captivity they made the comment that they missed their guards.

  Identification, positive contact and making a human connection with the captor will lead to adoption of views or a change of view by hostages.  One thing that will spur this development is the regression of the hostage.  When a person becomes a hostage they become totally dependent on the hostage taker.  If the person eats, it is because the hostage taker feeds them.  If the person is cold and is warmed, it is because the hostage taker warms them.  If the person is punished it is the hostage taker who hands out the punishment.  

  It is like being a child again.  The hostage taker takes on the role of parent.  Just as you identified with your parents, you will identify and learn from the hostage taker.  The adoption of views and the changing of attitude is a natural and unavoidable phenomenon.      

  Being a hostage is a life changing experience.  It will make demands on a person and place them in a situation that is beyond anything that in common to normal experience.  Setting logical limits and expectations for behavior and survival is accepted and acknowledged. 

  Adjusting to Captivity.  The hostage's adjustment to captivity is key to treatment and subsequent survival of the ordeal of being held hostage.  Lessons from concentration camp survivors show the importance of maintaining a positive attitude, keeping a good appearance and maintaining human dignity while a prisoner.

  It is not an easy thing to mistreat another human being.  For the majority of people it requires effort; a forced action that goes against basic human feelings.  If, however, the captor is able to see the captive as something less than human it will make mistreatment easier to dish out.  German guards in the camps were able to conduct business because they saw prisoners as less than human.  As sub-human they did not deserve humane treatment.

  Victor Frankl, the founder of the psychological school of Logothearpy, was an inmate of German concentration camps during the war.  Frankl survived the war and in large part owed his survival to a steadfast insistence on being regarded as another human being.  Frankl kept himself clean and well kept.  He shaved everyday.  He made positive contact with his guards.  He made eye contact, he smiled at them, and he stood up straight in formations.  In turn, the Germans regarded Frankl as a human and did not single him out for special attention.  There is no complete guarantee for survival or good treatment, remember some members of the group are mentally unstable, but maintaining personal dignity while held captive will help to reduce the risk of mistreatment.  

  Release and Rescue.  If the moment of capture is the most dangerous time in a hostage situation, release and rescue is a close second.  During a rescue attempt weapons will be present on both sides and both the hostage takers and the rescuers will be intent on the destruction of the other.  Your challenge in being between the hammer and the anvil is to remain out of harms way. 

  During a rescue do nothing that could be interpreted as provocative by the rescue team.  Drop to the floor and stay there.  Do not make any sudden moves.  Do exactly as you are told and do not attempt to help the rescuers.  It is hard to imagine a more tense atmosphere.  Expect rough treatment.  The rescuers have no real way of knowing who is who.  They will treat all the same and sort out the situation after the initial danger has passed.  Remember the recent scene of high school students running from the school with their hand on top of their heads.  The police had no way of knowing who the shooters were so they treated all as potential threats.  Be attentive, patience and do as you are told to improve the odd of survival.

  After the hostage situation is over anticipate your 15 minutes of fame.  At times the news media may seem worst that the hostage takers.  As a military member you have the advantage of having a public affairs officer who will screen you from the press to a degree.  That will be an advantage.  In any case, press attention wanes quickly as this will soon be "yesterday's news."

  After a hostage event expect a long debriefing.  It is vital that we gain access to information you have while it is fresh on your mind.  The information and the lessons that you have learned could be important to others who may be in the same position or in future incidents.  Keeping that in mind and being cooperative will be of great assistance in prevention and ongoing efforts to better handle these incidents.

  Also expect feeling of hostility and guilt to be associated with your release.  Delayed stress is an issue that all will face to a greater or lesser degree.  Seeing that for what it is will help you to better come to grips with the ordeal.  The idea that you will be able to fully put the incident behind you and go on with a normal life may not be fully possible.  Managing the experience and seeing it for what it was in realistic terms will help you to learn and move on with your life.

  The chances of becoming a hostage are remote, but remain possible.  The time spent going over these few pages will help should you ever find yourself in that position.  It will also help you to better understand the reality of these situations when you see news reports of other living these events.  I wonder if they had any form of preparation?

  As always, if you have any additional questions or comments just give us a call at the 282d BSB Security Office (466-2792/93) and we will be happy to discuss them with you. Thanks.  
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